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1 Documentation conventions

1.1 General information
The STM32F446xx devices have an Arm® Cortex®-M4 with FPU core.

arm

Note: Arm and Cortex are registered trademarks of Arm Limited (or its subsidiaries or affiliates) in
the US and/or elsewhere.

The Arm word and logo are trademarks of Arm Limited (or its subsidiaries) in the US and/or
elsewhere. All rights reserved.

1.2 List of abbreviations for registers

The following abbreviations(@) are used in register descriptions:

read/write (rw) Software can read and write to this bit.

read-only (r) Software can only read this bit.

write-only (w) Software can only write to this bit. Reading this bit returns the reset value.

read/clear writeO (rc_wO0) Software can read as well as clear this bit by writing 0. Writing 1 has no
effect on the bit value.

read/clear write1 (rc_w1) Software can read as well as clear this bit by writing 1. Writing 0 has no
effect on the bit value.

read/clear write (rc_w) Software can read as well as clear this bit by writing to the register. The
value written to this bit is not important.

read/clear by read (rc_r) Software can read this bit. Reading this bit automatically clears it to 0.
Writing this bit has no effect on the bit value.

read/set by read (rs_r) Software can read this bit. Reading this bit automatically sets it to 1.
Writing this bit has no effect on the bit value.

read/set (rs) Software can read as well as set this bit. Writing 0 has no effect on the bit
value.

read/write once (rwo) Software can only write once to this bit and can also read it at any time.
Only a reset can return the bit to its reset value.

toggle (t) The software can toggle this bit by writing 1. Writing 0 has no effect.

read-only write trigger (rt_w1) Software can read this bit. Writing 1 triggers an event but has no effect on
the bit value.

Reserved (Res.) Reserved bit, must be kept at reset value.

a. This is an exhaustive list of all abbreviations applicable to STMicroelectronics microcontrollers, some of
them may not be used in the current document.

3
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1.3 Register reset value

Bits (binary notation) or bits nibbles (hexadecimal notation) of which the reset value is
undefined are marked as X.

Bits (binary notation) or bits nibbles (hexadecimal notation) of which the reset value is
unmodified are marked as U.

1.4 Glossary

This section gives a brief definition of acronyms and abbreviations used in this document:
e The CPU core integrates two debug ports:

— JTAG debug port (JTAG-DP) provides a 5-pin standard interface based on the
Joint Test Action Group (JTAG) protocol.

—  SWD debug port (SWD-DP) provides a 2-pin (clock and data) interface based on
the Serial Wire Debug (SWD) protocol.

For both the JTAG and SWD protocols, refer to the Cortex®-M4 with FPU
Technical Reference Manual.

e  Word: data of 32-bit length.

e Half-word: data of 16-bit length.

e Byte: data of 8-bit length.

e Double word: data of 64-bit length.

e |AP (in-application programming): IAP is the ability to re-program the flash memory
of a microcontroller while the user program is running.

e ICP (in-circuit programming): ICP is the ability to program the flash memory of a
microcontroller using the JTAG protocol, the SWD protocol or the bootloader while the
device is mounted on the user application board.

e |-Code: this bus connects the Instruction bus of the CPU core to the flash instruction

e interface. Prefetch is performed on this bus.

e D-Code: this bus connects the D-Code bus (literal load and debug access) of the CPU
e to the flash data interface.

e  Option bytes: device configuration bits stored in the flash memory.

e  OBL: option byte loader.

e  AHB: advanced high-performance bus.

e CPU: refers to the Cortex®-M4 with FPU core.

1.5 Availability of peripherals

For availability of peripherals and their number across all devices, refer to the particular
device datasheet.

3
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2 Memory and bus architecture

2.1 System architecture

In STM32F446xx, the main system consists of 32-bit multilayer AHB bus matrix that
interconnects:

e  Seven masters:
- Cortex®-M4 with FPU core I-bus, D-bus and S-bus
— DMA1 memory bus
— DMA2 memory bus
—  DMA2 peripheral bus
— USB OTG HS DMA bus
e Seven slaves:
— Internal Flash memory ICode bus
— Internal Flash memory DCode bus
— Main internal SRAM1 (112 KB)
— Auxiliary internal SRAM2 (16 KB)
—  AHB1 peripherals including AHB to APB bridges and APB peripherals
—  AHB2 peripherals
- FMC/QUADSPI
The bus matrix provides access from a master to a slave, enabling concurrent access and

efficient operation even when several high-speed peripherals work simultaneously. This
architecture is shown in Figure 1.

3
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Figure 1. System architecture for STM32F446xx devices
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211 I-bus
This bus connects the Instruction bus of the Cortex®-M4 with FPU core to the BusMatrix.
This bus is used by the core to fetch instructions. The target of this bus is a memory
containing code (internal Flash memory/SRAM or external memories through the FMC).
21.2 D-bus
This bus connects the databus of the Cortex®-M4 with FPU to the BusMatrix. This bus is
used by the core for literal load and debug access. The target of this bus is a memory
containing code or data (internal Flash memory or external memories through the FMC).
213 S-bus
This bus connects the system bus of the Cortex®-M4 with FPU core to a BusMatrix. This
bus is used to access data located in a peripheral or in SRAM. Instructions may also be
fetch on this bus (less efficient than ICode). The targets of this bus are the internal SRAM,
SRAM2, the AHB1 peripherals including the APB peripherals, the AHB2 peripherals and the
external memories through the FMC and QUADSPI.
214 DMA memory bus
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This bus connects the DMA memory bus master interface to the BusMatrix. It is used by the
DMA to perform transfer to/from memories. The targets of this bus are data memories:
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internal Flash, internal SRAMs (SRAM1, SRAM2) and external memories through the FMC
and QUADSPI.

21.5 DMA peripheral bus

This bus connects the DMA peripheral master bus interface to the BusMatrix. This bus is
used by the DMA to access AHB peripherals or to perform memory-to-memory transfers.
The targets of this bus are the AHB and APB peripherals plus data memories: internal
Flash, internal SRAMs (SRAM1, SRAM2) and external memories through the FMC and the
QUADSPI.

2.1.6 USB OTG HS DMA bus

This bus connects the USB OTG HS DMA master interface to the BusMatrix. This bus is
used by the USB OTG DMA to load/store data to a memory. The targets of this bus are data
memories: internal SRAMs (SRAM1, SRAM2), internal Flash memory, and external
memories through the FMC and QUADSPI.

21.7 BusMatrix

The BusMatrix manages the access arbitration between masters. The arbitration uses a
round-robin algorithm.

21.8  AHB/APB bridges (APB)

The two AHB/APB bridges, APB1 and APB2, provide full synchronous connections between
the AHB and the two APB buses, allowing flexible selection of the peripheral frequency.

Refer to the device datasheets for more details on APB1 and APB2 maximum frequencies,
and to Table 1 for the address mapping of AHB and APB peripherals.

After each device reset, all peripheral clocks are disabled (except for the SRAM and Flash
memory interface). Before using a peripheral you have to enable its clock in the
RCC_AHBXENR or RCC_APBXENR register.

Note: When a 16- or an 8-bit access is performed on an APB register, the access is transformed
into a 32-bit access: the bridge duplicates the 16- or 8-bit data to feed the 32-bit vector.

3
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2.2.1
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Memory organization

Introduction

Program memory, data memory, registers and I/O ports are organized within the same linear
4-Gbyte address space.

The bytes are coded in memory in Little Endian format. The lowest numbered byte in a word
is considered the word’s least significant byte and the highest numbered byte the most
significant.

The addressable memory space is divided into eight main blocks, of 512 Mbytes each.

3
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2.2.2

Memory map and register boundary addresses

Figure 2. Memory map

OxFFFF FFFF 512-Mbyte
Block 7
Cortex-M4
Internal
peripherals
0xE000 0000
OXDFFF FFFF
512-Mbyte
Block 6
FMC
0xD000 0000
OXCFFF FFFF
512-Mbyte
Block 5
FMC/QuadSPI
0xA000 0000 |....
OX9FFF FFFF
512-Mbyte
Block 4
FMC bank 3
0x8000 0000 |, 2nd QuadSP!
OX7FFF FFFF |77
512-Mbyte
Block 3
FMC bank 1
0x6000 0000
OX5FFF FFFF
512-Mbyte
Block 2
Peripherals
0x4000 0000
Ox3FFF FFFF
512-Mbyte
Block 1
SRAM
0x2000 0000
Ox1FFF FFFF
512-Mbyte
Block 0
SRAM

0x0000 0000

Reserved 0x2003 0000 - 0x3FFF FFFF
Reserved 0x2002 0000 - 0x2002 FFFF
SRAM (16 KB aliased 0x2001 CO00 - 0x2001 FFFF
By bit-banding
SRAM (112 KB aliased 0x2000 0000 - 0x2001 BFFF
BZ bit-banding
Reserved Ox1FFF C008 - Ox1FFF FFFF
Option Bytes Ox1FFF C000 - 0x1FFF COOF
Reserved X1FFF 7A10 - Ox1FFF 7FFF
System memory OXFFF 0000 - 0x1FFF 7A0F
Reserved O0x1PKE C008 - 0x1FFE FFFF
Option bytes Ox1FF| - 0x1FFE CO0F
Reserved 0x1001 00DQ - Ox1FFE BFFF
Reserved 0x1000 0000 - Bx1000 FFFF
Reserved 0x0820 0000 - 0x0!
Flash memory 0x0800 0000 -
Reserved 0x0020 0000 -
Aliased to Flash, system
memory or SRAM depending | 0x0000 0000 - 0x001F FFFF
on the BOOT pins

Reserved

0xE010 0000 - OxFFFF FFFF

Cortex-M4 internal

0xE000 0000 - OXEOOF FFFF

AHB3

0x6000 0000 - 0XDFFF FFFF

Reserved

AHB2

0x5006 0CO0 - Ox5FFF FFFF
0x5006 0BFF

0x5000 0000

Reserved

0x4008 0000 - Ox4FFF FFFF

AHB1

0x4007 FFFF

0x4002 0000

Reserved

0x4001 6C00 - 0x4001 FFFF

APB2

Reserved

APB1

0x4001 6BFF

0x4001 0000
0x4000 8000 - 0x4000 FFFF
0x4000 7FFF

0x4000 0000

MS33841V1

All the memory map areas that are not allocated to on-chip memories and peripherals are
considered “Reserved”. For the detailed mapping of available memory and register areas,
refer to the following table.

The following table gives the boundary addresses of the peripherals available in the

devices.

Table 1. STM32F446xx register boundary addresses

Boundary address Peripheral Bus Register map
0xA000 0000 - 0xA000 OFFF | FMC control register | AHB3 | Section 11.8.6: FMC register map on page 318
0xA000 1000 - 0XA000 1FFF | QUADSPI register | AHB3 225203’,74;2' 5.14: QUADSPI register map on

S74
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Table 1. STM32F446xx register boundary addresses (continued)

Boundary address Peripheral Bus Register map
0x5005 0000 - 0x5005 03FF DCMI AHB2 | Section 15.5.12: DCMI register map on page 438
0x5000 0000 - 0x5003 FFFF USB OTG FS AHB2 Section 31.15.65: OTG_FS/OTG_HS register map
on page 1180
0x4004 0000 - 0x4007 FFEF USB OTG HS Section 31.15.65: OTG_FS/OTG_HS register map
on page 1180
0x4002 6400 - 0x4002 67FF DMA2
Section 9.5.11: DMA register map on page 231
0x4002 6000 - 0x4002 63FF DMA1
0x4002 4000 - 0x4002 4FFF BKPSRAM AHB1 -
0x4002 3C00 - 0x4002 3FFF F'asrzg'l?;fer:ace Section 3.8: Flash interface registers on page 80
0x4002 3800 - 0x4002 3BFF RCC Section 6.3.28: RCC register map on page 170
0x4002 3000 - 0x4002 33FF CRC Section 4.4.4: CRC register map on page 91
0x4002 1C00 - 0x4002 1FFF GPIOH
0x4002 1800 - 0x4002 1BFF GPIOG
0x4002 1400 - 0x4002 17FF GPIOF
0x4002 1000 - 0x4002 13FF GPIOE
AHB1 | Section 7.4.11: GPIO register map on page 191
0x4002 0C00 - 0x4002 OFFF GPIOD
0x4002 0800 - 0x4002 OBFF GPIOC
0x4002 0400 - 0x4002 07FF GPIOB
0x4002 0000 - 0x4002 03FF GPIOA
0x4001 5C00 - 0x4001 5FFF SAI2
APB2 | Section 28.5.18: SAl register map on page 959
0x4001 5800 - 0x4001 5BFF SAI1
0x4001 4800 - 0x4001 4BFF TIM11
0x4001 4400 - 0x4001 47FF TIM10 Section 18.5.12: TIM10/11/13/14 register map on
page 616
0x4001 4000 - 0x4001 43FF TIM9 APB2
0x4001 3C00 - 0x4001 3FFF EXTI Section 10.3.7: EXTI register map on page 246
0x4001 3800 - 0x4001 3BFF SYSCFG Section 8.2.9: SYSCFG register map on page 199
0x4001 3400 - 0x4001 37FF SPI4 APB2 | Section 26.7.10: SPI register map on page 874
0x4001 3000 - 0x4001 33FF SPI1 Section 26.7.10: SPI register map on page 874
0x4001 2C00 - 0x4001 2FFF SDMMC Section 29.8.16: SDIO register map on page 1016
0x4001 2000 - 0x4001 23FF | ADC1 -ADC2 - ADC3 Section 13.13.18: ADC register map on page 392
0x4001 1400 - 0x4001 17FF USART6 APB2
Section 25.6.8: USART register map on page 824
0x4001 1000 - 0x4001 13FF USART1
0x4001 0400 - 0x4001 07FF Tim8 Section 16.4.21: TIM1&TIM8 register map on
0x4001 0000 - 0x4001 03FF TIMA page 508
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Table 1. STM32F446xx register boundary addresses (continued)

Boundary address Peripheral Bus Register map

0x4000 7400 - 0x4000 77FF DAC Section 14.5.15: DAC register map on page 416
0x4000 7000 - 0x4000 73FF PWR Section 5.5: PWR register map on page 115
0x4000 6CO0 - 0x4000 6FFF HDMI-CEC Section 32.7.7: HDMI-CEC register map on

page 1276
0x4000 6800 - 0x4000 6BFF CAN2

Section 30.9.5: bxCAN register map on page 1058
0x4000 6400 - 0x4000 67FF CAN1
0x4000 5C00 - 0x4000 5FFF 12C3
0x4000 5800 - 0x4000 5BFF 12C2 Section 24.6.11: 12C register map on page 773
0x4000 5400 - 0x4000 57FF 12C1
0x4000 5000 - 0x4000 53FF UART5
0x4000 4C00 - 0x4000 4FFF UART4

Section 25.6.8: USART register map on page 824
0x4000 4800 - 0x4000 4BFF USART3
0x4000 4400 - 0x4000 47FF USART2
0x4000 4000 - 0x4000 43FF SPDIF-RX Section 27.5.10: SPDIFRX interface register map

on page 905

APB1

0x4000 3C00 - 0x4000 3FFF SPI3 /1283

Section 26.7.10: SPI register map on page 874
0x4000 3800 - 0x4000 3BFF SPI2/12S2
0x4000 3000 - 0x4000 33FF IWDG Section 20.4.5: IWDG register map on page 635
0x4000 2C00 - 0x4000 2FFF WWDG Section 21.6.4: WWDG register map on page 642

0x4000 2800 - 0x4000 2BFF

RTC & BKP Registers

0x4000 2000 - 0x4000 23FF TIM14
0x4000 1C00 - 0x4000 1FFF TIM13
0x4000 1800 - 0x4000 1BFF TIM12
0x4000 1400 - 0x4000 17FF TIM7
0x4000 1000 - 0x4000 13FF TIM6
0x4000 0CO0 - 0x4000 OFFF TIMS
0x4000 0800 - 0x4000 OBFF TIM4
0x4000 0400 - 0x4000 O7FF TIM3
0x4000 0000 - 0x4000 03FF TIM2

Section 22.6.21: RTC register map on page 679

Section 18.5.12: TIM10/11/13/14 register map on
page 616

Section 19.4.9: TIM6&TIM?7 register map on
page 629

Section 17.4.21: TIMx register map on page 569
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2.2.3

2.24

2.2.5
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Embedded SRAM

The STM32F446xx feature 4 Kbytes of backup SRAM (see Section 5.1.2: Battery backup
domain (also known as RTC domain)) plus 128 Kbytes of system SRAM.

The embedded SRAM can be accessed as bytes, half-words (16 bits) or full words (32 bits).
Read and write operations are performed at CPU speed with 0 wait state. The embedded
SRAM is divided into up to two blocks:

e SRAM1 and SRAM2 mapped at address 0x2000 0000 and accessible by all AHB
masters.

The AHB masters support concurrent SRAM accesses (from the USB OTG HS): for
instance, the USB OTG HS can read/write from/to SRAM2 while the CPU is reading/writing
from/to SRAMA1.

The CPU can access the SRAM1 and SRAM2 through the System bus or through the
I-Code/D-Code buses when boot from SRAM is selected or when physical remap is
selected (Section 8.2.1: SYSCFG memory remap register (SYSCFG_MEMRMP) in the
SYSCFG controller). To get the maximum performance on SRAM execution, physical remap
should be selected (boot or software selection).

Flash memory overview

The Flash memory interface manages CPU AHB I-Code and D-Code accesses to the Flash
memory. It implements the erase and program Flash memory operations and the read and
write protection mechanisms. It accelerates code execution with a system of instruction
prefetch and cache lines.

The Flash memory is organized as follows:

e A main memory block divided into sectors.

e  System memory from which the device boots in System memory boot mode

e 512 OTP (one-time programmable) bytes for user data.

e  Option bytes to configure read and write protection, BOR level, watchdog
software/hardware and reset when the device is in Standby or Stop mode.

Refer to Section 3: Embedded flash memory interface for more details.

Bit banding

The Cortex®-M4 with FPU memory map includes two bit-band regions. These regions map
each word in an alias region of memory to a bit in a bit-band region of memory. Writing to a
word in the alias region has the same effect as a read-modify-write operation on the
targeted bit in the bit-band region.

In the STM32F446xx devices both the peripheral registers and the SRAM are mapped to a
bit-band region, so that single bit-band write and read operations are allowed. The
operations are only available for Cortex®-M4 with FPU accesses, and not from other bus
masters (e.g. DMA).

3
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A mapping formula shows how to reference each word in the alias region to a corresponding
bit in the bit-band region. The mapping formula is:

bit_word_addr = bit_band_base + (byte_offset x 32) + (bit_number x 4)
where:

—  bit_word_addr is the address of the word in the alias memory region that maps to
the targeted bit

—  bit_band_base is the starting address of the alias region

—  byte offset is the number of the byte in the bit-band region that contains the
targeted bit

—  bit_number is the bit position (0-7) of the targeted bit

Example

The following example shows how to map bit 2 of the byte located at SRAM address
0x20000300 to the alias region:

0x22006008 = 0x22000000 + (0x300*32) + (2*4)

Writing to address 0x22006008 has the same effect as a read-modify-write operation on bit
2 of the byte at SRAM address 0x20000300.

Reading address 0x22006008 returns the value (0x01 or 0x00) of bit 2 of the byte at SRAM
address 0x20000300 (0x01: bit set; 0x00: bit reset).

For more information on bit-banding, refer to the Cortex®-M4 with FPU programming
manual (see Related documents on page 1).

2.3 Boot configuration

Due to its fixed memory map, the code area starts from address 0x0000 0000 (accessed
through the ICode/DCode buses) while the data area (SRAM) starts from address

0x2000 0000 (accessed through the system bus). The Cortex®-M4 with FPU CPU always
fetches the reset vector on the ICode bus, which implies to have the boot area available only
in the code area (typically, Flash memory). STM32F446xx microcontrollers implement a
special mechanism to be able to boot from other memories (like the internal SRAM).

In the STM32F446xx, three different boot modes can be selected through the BOOT[1:0]
pins as shown in Table 2.

Table 2. Boot modes

Boot mode selection pins
Boot mode Aliasing
BOOT1 BOOTO
X 0 Main Flash memory | Main Flash memory is selected as the boot area
0 1 System memory System memory is selected as the boot area
1 1 Embedded SRAM | Embedded SRAM is selected as the boot area

The values on the BOOT pins are latched on the 4th rising edge of SYSCLK after a reset. It
is up to the user to set the BOOT1 and BOOTO pins after reset to select the required boot
mode.

3
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Note:

BOOTO is a dedicated pin while BOOT1 is shared with a GPIO pin. Once BOOT1 has been
sampled, the corresponding GPIO pin is free and can be used for other purposes.

The BOOT pins are also resampled when the device exits the Standby mode. Consequently,
they must be kept in the required Boot mode configuration when the device is in the Standby
mode. After this startup delay is over, the CPU fetches the top-of-stack value from address
0x0000 0000, then starts code execution from the boot memory starting from 0x0000 0004.

When the device boots from SRAM, in the application initialization code, you have to
relocate the vector table in SRAM using the NVIC exception table and the offset register.

Embedded bootloader

The embedded bootloader mode is used to reprogram the Flash memory using one of the
following serial interfaces:

e USART
e CAN2

e [2C

e SPI

e USB OTG FS in Device mode (DFU: device firmware upgrade).

The USART peripherals operate at the internal 16 MHz oscillator (HSI) frequency, while the
CAN and USB OTG FS require an external clock (HSE) multiple of 1 MHz (ranging from 4 to
26 MHz).

The embedded bootloader code is located in system memory. It is programmed by ST
during production. For additional information, refer to application note AN2606.

Physical remap in STM32F446xx

Once the boot pins are selected, the application software can modify the memory
accessible in the code area (in this way the code can be executed through the ICode bus in
place of the System bus). This modification is performed by programming the Section 8.2.1:
SYSCFG memory remap register (SYSCFG_MEMRMP) in the SYSCFG controller.

The following memories can thus be remapped:

e  Main Flash memory

e  System memory

e Embedded SRAM1 (112 KB)

e FMC bank 1 (NOR/PSRAM 1 and 2)

e FMC SDRAM bank 1

Table 3. Memory mapping vs. Boot mode/physical remap in STM32F446xx

Addresses

Boot/Remap in
main Flash memory

Boot/Remap in
embedded SRAM

Boot/Remap in
System memory

Remap in FMC

0x2001 C000 - 0x2001 FFFF

SRAM2 (16 KB)

SRAM2 (16 KB)

SRAM2 (16 KB)

SRAM2 (16 KB)

0x2000 0000 - 0x2001 BFFF

SRAM1 (112 KB)

SRAM1 (112 KB)

SRAM1 (112 KB)

SRAM1 (112 KB)

O0x1FFF 0000 - Ox1FFF 77FF

System memory

System memory

System memory

System memory

0x0810 0000 - OXOFFF FFFF

Reserved

Reserved

Reserved

Reserved

0x0800 0000 - 0x081F FFFF

Flash memory

Flash memory

Flash memory

Flash memory
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Table 3. Memory mapping vs. Boot mode/physical remap in STM32F446xx (continued)

Boot/Remap in

Boot/Remap in Boot/Remap in .
Addresses main Flash memory | embedded SRAM | System memory Remap in FMC
FMC bank 1
0x0400 0000 - 0x07FF FFFF Reserved Reserved Reserved NOR/PSRAM 2
(128 MB Aliased)
FMC bank 1

0x0000 0000 -
0x001F FFFF(1()

Flash (512 KB)
Aliased

SRAM1 (112 KB)
Aliased

System memory
(30 KB) Aliased

NOR/PSRAM 1
(128 MB Aliased)
or FMC SDRAM
bank 1 (128 MB
Aliased)

When the FMC is remapped at address 0x0000 0000, only the first two regions of bank 1 memory controller (bank 1
NOR/PSRAM 1 and NOR/PSRAM 2) or SDRAM bank 1 can be remapped. In remap mode, the CPU can access the
external memory via ICode bus instead of System bus which boosts up the performance.

3
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Even when aliased in the boot memory space, the related memory is still accessible at its original memory space.
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3 Embedded flash memory interface

3.1 Introduction

The flash memory interface manages CPU AHB I-Code and D-Code accesses to the flash
memory. It implements the erase and program flash memory operations and the read and
write protection mechanisms.

The flash memory interface accelerates code execution with a system of instruction prefetch
and cache lines.

3.2 Main features

e  Flash memory read operations

e  Flash memory program/erase operations
e Read / write protections

e  Prefetch on I-Code

e 64 cache lines of 128 bits on I-Code

e 8 cache lines of 128 bits on D-Code

Figure 3 shows the flash memory interface connection inside the system architecture.

Figure 3. Flash memory interface connection inside system architecture

AHB Flash
Cortex-M4 with FPU _ ?Z-t?ﬁ Flash mgmorv
instruction| us
I-Code bus I-Code \ bus interface 128 bits
> ,| Flash
%%?tgx D-Code P » memory
Sbus AHB
D-code bus 32-bit FLITF
N data bug| registers
A
! AHB
AHB periph1
32-bit
DMA1 system bus SRAM and
» External
DMA2 memories
AHB
periph2
USB HS
— Access to instruction in Flash memory
Access to data and literal pool in Flash memory
—— FLITF register access
MSv36137V1
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3.3

3

Embedded flash memory

The flash memory has the following main features:

Capacity up to 512 KBytes
128 bits wide data read

Byte, half-word, word and double word write

Sector and mass erase
Memory organization

The flash memory is organized as follows:
— A main memory block divided into 4 sectors of 16 KBytes, 1 sector of 64 KBytes,

and 3 sectors of 128 Kbytes

—  System memory from which the device boots in System memory boot mode
— 512 OTP (one-time programmable) bytes for user data
The OTP area contains 16 additional bytes used to lock the corresponding OTP

data block.

—  Option bytes to configure read and write protection, BOR level, watchdog
software/hardware and reset when the device is in Standby or Stop mode.

Low-power modes (for details refer to the Power control (PWR) section of the reference

manual)
Table 4. Flash memory module organization
Block Name Block base addresses Size

Sector 0 0x0800 0000 - 0x0800 3FFF 16 Kbytes

Sector 1 0x0800 4000 - 0x0800 7FFF 16 Kbytes

Sector 2 0x0800 8000 - 0x0800 BFFF 16 Kbytes

Sector 3 0x0800 C000 - 0x0800 FFFF 16 Kbytes

Main memory

Sector 4 0x0801 0000 - 0x0801 FFFF 64 Kbytes

Sector 5 0x0802 0000 - 0x0803 FFFF 128 Kbytes

Sector 6 0x0804 0000 - 0x0805 FFFF 128 Kbytes

Sector 7 0x0806 0000 - 0x0807 FFFF 128 Kbytes

System memory Ox1FFF 0000 - Ox1FFF 77FF 30 Kbytes

OTP area Ox1FFF 7800 - Ox1FFF 7A0F 528 bytes

Option bytes Ox1FFF C000 - 0x1FFF COOF 16 bytes
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3.4

3.4.1

Read interface

Relation between CPU clock frequency and flash memory read time

To correctly read data from flash memory, the number of wait states (LATENCY) must be
correctly programmed in the access control register (FLASH_ACR) according to the

frequency of the CPU clock (HCLK) and the supply voltage of the device.

The prefetch buffer must be disabled when the supply voltage is below 2.1 V. The
correspondence between wait states and CPU clock frequency is given in Table 5.

Note:

On STM32F446xx devices:

- when VOS[1:0] = '0x01', the maximum value of fyc; k is 120 MHz.
- when VOS[1:0] = '0x10', the maximum value of fyc; k is 144 MHz. It can be extended to
168 MHz by activating the over-drive mode.

- when VOS[1:0] = '0x11, the maximum value of fyc; x is 168 MHz. It can be extended to
180 MHz by activating the over-drive mode. The over-drive mode is not available when Vpp
ranges from 1.8 to 2.1 V (refer to Section 5.1.3: Voltage regulator for details on how to

activate the over-drive mode).

Table 5. Number of wait states according to CPU clock (HCLK) frequency

Wait states (WS)
(LATENCY)

HCLK (MHz)

Voltage range
27V-36V

Voltage range
24V-27V

Voltage range
21V-24V

Voltage range
18V-21V
Prefetch OFF

0 WS (1 CPU cycle)

0 <HCLK <30

0 <HCLK = 24

0 <HCLK = 22

0 <HCLK =20

1 WS (2 CPU cycles)

30 <HCLK =60

24 <HCLK =48

22 <HCLK <44

20 <HCLK =40

2 WS (3 CPU cycles)

60 < HCLK =90

48 <HCLK =72

44 < HCLK = 66

40 <HCLK =60

3 WS (4 CPU cycles)

90 <HCLK =120

72 <HCLK = 96

66 < HCLK < 88

60 <HCLK = 80

120 < HCLK = 150

96 < HCLK =120

88 <HCLK =110

80 <HCLK =100

5 WS (6 CPU cycles)

150 < HCLK < 180

120 <HCLK < 144

110 <HCLK =132

100 < HCLK =120

6 WS (7 CPU cycles)

144 < HCLK =< 168

132 <HCLK = 154

120 < HCLK = 140

7 WS (8 CPU cycles)

168 <HCLK = 180

154 <HCLK = 176

140 < HCLK = 160

(
(
(
(
4 WS (5 CPU cycles)
(
(
(
(

8 WS (9 CPU cycles)

176 <HCLK =180

160 < HCLK < 168

After reset, the CPU clock frequency is 16 MHz and 0 wait state (WS) is configured in the
FLASH_ACR register.

It is highly recommended to use the following software sequences to tune the number of

wait states needed to access the flash memory with the CPU frequency.
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Increasing the CPU frequency
1. Program the new number of wait states to the LATENCY bits in the FLASH_ACR
register
2. Check that the new number of wait states is taken into account to access the flash
memory by reading the FLASH_ACR register
3.  Modify the CPU clock source by writing the SW bits in the RCC_CFGR register
4. If needed, modify the CPU clock prescaler by writing the HPRE bits in RCC_CFGR
5. Check that the new CPU clock source or/and the new CPU clock prescaler value is/are
taken into account by reading the clock source status (SWS bits) or/and the AHB
prescaler value (HPRE bits), respectively, in the RCC_CFGR register.
Decreasing the CPU frequency
. Modify the CPU clock source by writing the SW bits in the RCC_CFGR register
2. If needed, modify the CPU clock prescaler by writing the HPRE bits in RCC_CFGR
3. Check that the new CPU clock source or/and the new CPU clock prescaler value is/are
taken into account by reading the clock source status (SWS bits) or/and the AHB
prescaler value (HPRE bits), respectively, in the RCC_CFGR register
4. Program the new number of wait states to the LATENCY bits in FLASH_ACR
5. Check that the new number of wait states is used to access the flash memory by
reading the FLASH_ACR register
Note: A change in CPU clock configuration or wait state (WS) configuration may not be effective
straight away. To make sure that the current CPU clock frequency is the one you have
configured, you can check the AHB prescaler factor and clock source status values. To
make sure that the number of WS you have programmed is effective, you can read the
FLASH_ACR register.
3.4.2 Adaptive real-time memory accelerator (ART Accelerator™)

3

The proprietary Adaptive real-time (ART) memory accelerator is optimized for STM32
industry-standard ARM® Cortex®-M4 with FPU processors. It balances the inherent
performance advantage of the ARM® Cortex®-M4 with FPU over flash memory
technologies, which normally requires the processor to wait for the flash memory at higher
operating frequencies.

To release the processor full performance, the accelerator implements an instruction
prefetch queue and branch cache which increases program execution speed from the 128-
bit flash memory. Based on CoreMark benchmark, the performance achieved thanks to the
ART accelerator is equivalent to 0 wait state program execution from flash memory at a
CPU frequency up to 180 MHz.

Instruction prefetch

Each flash memory read operation provides 128 bits from either four instructions of 32 bits
or 8 instructions of 16 bits according to the program launched. So, in case of sequential
code, at least four CPU cycles are needed to execute the previous read instruction line.
Prefetch on the I-Code bus can be used to read the next sequential instruction line from the
flash memory while the current instruction line is being requested by the CPU. Prefetch is
enabled by setting the PRFTEN bit in the FLASH_ACR register. This feature is useful if at
least one wait state is needed to access the flash memory.
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Figure 4 shows the execution of sequential 32-bit instructions with and without prefetch
when 3 WSs are needed to access the flash memory.

Figure 4. Sequential 32-bit instruction execution
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Note:

3.5

3.5.1

3

When the code is not sequential (branch), the instruction may not be present in the currently
used instruction line or in the prefetched instruction line. In this case (miss), the penalty in
terms of number of cycles is at least equal to the number of wait states.

Instruction cache memory

To limit the time lost due to jumps, it is possible to retain 64 lines of 128 bits in an instruction
cache memory. This feature can be enabled by setting the instruction cache enable (ICEN)
bit in the FLASH_ACR register. Each time a miss occurs (requested data not present in the
currently used instruction line, in the prefetched instruction line or in the instruction cache
memory), the line read is copied into the instruction cache memory. If some data contained
in the instruction cache memory are requested by the CPU, they are provided without
inserting any delay. Once all the instruction cache memory lines have been filled, the LRU
(least recently used) policy is used to determine the line to replace in the instruction memory
cache. This feature is particularly useful in case of code containing loops.

Data management

Literal pools are fetched from flash memory through the D-Code bus during the execution
stage of the CPU pipeline. The CPU pipeline is consequently stalled until the requested
literal pool is provided. To limit the time lost due to literal pools, accesses through the AHB
databus D-Code have priority over accesses through the AHB instruction bus I-Code.

If some literal pools are frequently used, the data cache memory can be enabled by setting
the data cache enable (DCEN) bit in the FLASH_ACR register. This feature works like the
instruction cache memory, but the retained data size is limited to 8 rows of 128 bits.

Data in user configuration sector are not cacheable.

Erase and program operations

For any flash memory program operation (erase or program), the CPU clock frequency
(HCLK) must be at least 1 MHz. The contents of the flash memory are not guaranteed if a
device reset occurs during a flash memory operation.

Any attempt to read the flash memory on STM32F4xx while it is being written or erased,
causes the bus to stall. Read operations are processed correctly once the program
operation has completed. This means that code or data fetches cannot be performed while
a write/erase operation is ongoing.

Unlocking the control register

After reset, write is not allowed in the control register (FLASH_CR) to protect the flash
memory against possible unwanted operations due, for example, to electric disturbances.
The following sequence is used to unlock this register:

1. Write KEY1 = 0x45670123 in the key register (FLASH_KEYR)
2.  Write KEY2 = OxCDEF89AB in the key register (FLASH_KEYR)

Any wrong sequence will return a bus error and lock up the FLASH_CR register until the
next reset.

The FLASH_CR register can be locked again by software by setting the LOCK bit in the
FLASH_CR register.
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Note:

3.5.2

The FLASH_CR register is not accessible in write mode when the BSY bit in the FLASH_SR
register is set. Any attempt to write to it with the BSY bit set will cause the AHB bus to stall
until the BSY bit is cleared.

Program/erase parallelism

The maximum parallelism size is configured through the PSIZE field in the FLASH_CR
register. It represents the number of bytes to be programmed each time a write operation
occurs to the flash memory. PSIZE is limited by the supply voltage and by whether the
external Vpp supply is used or not. It must therefore be correctly configured in the
FLASH_CR register before any programming/erasing operation.

A flash memory erase operation can only be performed by sector or for the whole flash
memory (mass erase). The erase time depends on PSIZE programmed value. For more
details on the erase time, refer to the electrical characteristics section of the device
datasheet.

Table 6 provides the correct PSIZE values.

Table 6. Program/erase parallelism

Voltage range 2.7 to 3.6 V, with external Vpp | 2.7t0 3.6 V| 24t02.7V|21t024V |[1.7t0 21V

Maximum parallelism size x64 x32 x16 x8

PSIZE(1:0)

11 10 01 00

Note:

3.5.3

70/1321

Any program or erase operation started with inconsistent program parallelism/voltage range
settings may lead to unpredicted results. Even if a subsequent read operation indicates that
the logical value was effectively written to the memory, this value may be not retained.

To use Vpp, an external high-voltage supply (between 8 and 9 V) must be applied to the Vpp
pad. The external supply must be able to sustain this voltage range even if the DC
consumption exceeds 10 mA. It is advised to limit the use of Vpp to initial programming on
the factory line. The Vpp supply must not be applied for more than an hour, otherwise the
flash memory might be damaged.

Erase

The flash memory erase operation can be performed at sector level or on the whole flash
memory (mass erase). Mass erase does not affect the OTP sector or the configuration
sector.

Sector erase

To erase a sector, follow the procedure below:

1. Check that no flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register

2. Setthe SER bit and select the sector out of the 7 sectors in the main memory block you
wish to erase (SNB) in the FLASH_CR register

3. Setthe STRT bit in the FLASH_CR register
4. Wait for the BSY bit to be cleared.

3
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Note:

3.54

Note:

3

Mass erase

To perform Mass erase, the following sequence is recommended:

1.  Check that no flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register

2. Setthe MER bit in the FLASH_CR register
3. Setthe STRT bit in the FLASH_CR register
4. Wait for the BSY bit to be cleared.

If MER and SER bits are both set in the FLASH_CR register, mass erase is performed.

If both MER and SER bits are reset and the STRT bit is set, an unpredictable behavior may
occur without generating any error flag. This condition should be forbidden.

Programming

Standard programming

The flash memory programming sequence is as follows:

1. Check that no main flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register.

2. Set the PG bit in the FLASH_CR register

3. Perform the data write operation(s) to the desired memory address (inside main
memory block or OTP area):

—  Byte access in case of x8 parallelism

— Half-word access in case of x16 parallelism

—  Word access in case of x32 parallelism

— Double word access in case of x64 parallelism
4. Wait for the BSY bit to be cleared.
Successive write operations are possible without the need of an erase operation when
changing bits from ‘1’ to ‘0". Writing ‘1’ requires a flash memory erase operation.

If an erase and a program operation are requested simultaneously, the erase operation is
performed first.

Programming errors

It is not allowed to program data to the flash memory that would cross the 128-bit row
boundary. In such a case, the write operation is not performed and a program alignment
error flag (PGAERR) is set in the FLASH_SR register.

The write access type (byte, half-word, word or double word) must correspond to the type of
parallelism chosen (x8, x16, x32 or x64). If not, the write operation is not performed and a
program parallelism error flag (PGPERR) is set in the FLASH_SR register.

If the standard programming sequence is not respected (for example, if there is an attempt
to write to a flash memory address when the PG bit is not set), the operation is aborted and
a program sequence error flag (PGSERR) is set in the FLASH_SR register.

Programming and caches

If a flash memory write access concerns some data in the data cache, the flash write access
modifies the data in the flash memory and the data in the cache.
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Note:

3.5.5

Note:

3.6

3.6.1

72/1321

If an erase operation in flash memory also concerns data in the data or instruction cache,
you have to make sure that these data are rewritten before they are accessed during code
execution. If this cannot be done safely, it is recommended to flush the caches by setting the
DCRST and ICRST bits in the FLASH_CR register.

The I/D cache should be flushed only when it is disabled (I/DCEN = 0).

Interrupts

Setting the end of operation interrupt enable bit (EOPIE) in the FLASH_CR register enables
interrupt generation when an erase or program operation ends, that is when the busy bit
(BSY) in the FLASH_SR register is cleared (operation completed, correctly or not). In this
case, the end of operation (EOP) bit in the FLASH_SR register is set.

If an error occurs during a program, an erase, or a read operation request, one of the
following error flags is set in the FLASH_SR reqister:

e PGAERR, PGPERR, PGSERR (Program error flags)

e  WRPERR (Protection error flag)

In this case, if the error interrupt enable bit (ERRIE) is set in the FLASH_SR register, an
interrupt is generated and the operation error bit (OPERR) is set in the FLASH_SR register.

If several successive errors are detected (for example, in case of DMA transfer to the flash
memory), the error flags cannot be cleared until the end of the successive write requests.

Table 7. Flash interrupt request

Interrupt event Event flag Enable control bit
End of operation EOP EOPIE
Write protection error WRPERR ERRIE
Programming error PGAERR, PGPERR, PGSERR ERRIE

Option bytes

Description of user option bytes

The option bytes are configured by the end user depending on the application requirements.
Table 8 shows the organization of these bytes inside the user configuration sector.

Table 8. Option byte organization

Address [63:16] [15:0]
0x1FFF C000 Reserved ROP & user option bytes (RDP & USER)
0x1FFF C008 Reserved Write protection nWRP bits for sectors 0 to 7

3
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Table 9. Description of the option bytes
Option bytes (word, address 0x1FFF C000)

RDP: Read protection option byte.
The read protection is used to protect the software code stored in flash memory.

0xAA: Level 0, no protection
Bits 15:8 0xCC: Level 2, chip protection (debug and boot from RAM features disabled)
Others: Level 1, read protection of memories (debug features limited)

USER: User option byte

This byte is used to configure the following features:
Select the watchdog event: Hardware or software
Reset event when entering the Stop mode

Reset event when entering the Standby mode

nRST_STDBY

Bit 7 0: Reset generated when entering the Standby mode
1: No reset generated

nRST_STOP

Bit 6 0: Reset generated when entering the Stop mode
1: No reset generated

WDG_SW

Bit 5 0: Hardware watchdog
1: Software watchdog

Bit 4 0x0: Not used. Do not change the default value of this bit which is “0” out of fab.

BOR_LEV: BOR reset Level
These bits contain the supply level threshold that activates/releases the reset.
They can be written to program a new BOR level value into flash memory.
00: BOR Level 3 (VBOR3), brownout threshold level 3

Bits 3:2 01: BOR Level 2 (VBOR2), brownout threshold level 2

10: BOR Level 1 (VBOR1), brownout threshold level 1

11: BOR off, POR/PDR reset threshold level is applied

For full details on BOR characteristics, refer to the Electrical characteristics
section of the product datasheet.

Bits 1:0 0x1: Not used

Option bytes (word, address 0x1FFF C008)
SPRMOD: Selection of Protection Mode of nWPRI bits

Bit 15 0: nWPRI bits used for sector i write protection (Default)
1: nWPRi bits used for sector i PCROP protection (Sector)
Bits 14:8 Reserved

3
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3.6.2

Note:

3.6.3

Note:

74/1321

Table 9. Description of the option bytes (continued)

nWRP: Flash memory write protection option bytes
Sectors 0 to 7 can be write protected.

nWRPi

If SPRMOD is reset (default value) :
0: Write protection active on sector i.

Bits 7:0 1: Write protection not active on sector i.

If SPRMOD is set (active):
0: PCROP protection not active on sector i.
1: PCROP protection active on sector i.

Programming user option bytes

To run any operation on this sector, the option lock bit (OPTLOCK) in the option control
register (FLASH_OPTCR) must be cleared. To be allowed to clear this bit, you have to
perform the following sequence:

1.  Write OPTKEY1 = 0x0819 2A3B in the option key register (FLASH_OPTKEYR)
2.  Write OPTKEY2 = 0x4C5D 6E7F in the option key register (FLASH_OPTKEYR)

The user option bytes can be protected against unwanted erase/program operations by
setting the OPTLOCK bit by software.

Modifying user option bytes

To modify the user option value, follow the sequence below:

1. Check that no flash memory operation is ongoing by checking the BSY bit in the
FLASH_SR register

2. Write the desired option value in the FLASH_OPTCR register.

3. Set the option start bit (OPTSTRT) in the FLASH_OPTCR register

4. Wait for the BSY bit to be cleared.

The value of an option is automatically modified by first erasing the user configuration sector

and then programming all the option bytes with the values contained in the FLASH_OPTCR
register.

Read protection (RDP)

The user area in the flash memory can be protected against read operations by an
entrusted code.

If the read protection is set while the debugger is still connected (or had been connected
since the last power on) through JTAG/SWD, apply a POR (power-on reset) instead of a
system reset. If the read protection is programmed through software, do not set the
OBL_LAUNCH bit (FLASH_CR register), but perform a POR to reload the option bytes. This
can be done with a transition to Standby (or Shutdown) mode, followed by a wake-up.
Three read protection levels are defined:

e Level 0: no read protection

When the read protection level is set to Level 0 by writing OxAA into the read protection
option byte (RDP), all read/write operations (if no write protection is set) from/to the
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Note:

flash memory are possible in all boot configurations (flash user boot, debug or boot
from RAM).

Level 1: read protection enabled

It is the default read protection level after option byte erase. The read protection Level
1 is activated by writing any value (except for OxAA and OxCC used to set Level 0 and
Level 2, respectively) into the RDP option byte. When the read protection Level 1 is set:

— No access (read, erase, program) to flash memory can be performed while the
debug feature is connected or while booting from RAM or system memory
bootloader. A bus error is generated in case of read request.

—  When booting from flash memory, accesses (read, erase, program) to flash
memory from user code are allowed.

When Level 1 is active, programming the protection option byte (RDP) to Level 0
causes the flash memory to be mass-erased. As a result the user code area is cleared
before the read protection is removed. The mass erase only erases the user code area.
The other option bytes including write protections remain unchanged from before the
mass-erase operation. The OTP area is not affected by mass erase and remains
unchanged. Mass erase is performed only when Level 1 is active and Level 0
requested. When the protection level is increased (0->1, 1->2, 0->2) there is no mass
erase.

Level 2: debug/chip read protection disabled

The read protection Level 2 is activated by writing OxCC to the RDP option byte. When
the read protection Level 2 is set:

— All protections provided by Level 1 are active.

—  Booting from RAM or system memory bootloader is no more allowed.

— JTAG, SWV (single-wire viewer), ETM, and boundary scan are disabled.

—  User option bytes can no longer be changed.

—  When booting from flash memory, accesses (read, erase and program) to flash
memory from user code are allowed.

Memory read protection Level 2 is an irreversible operation. When Level 2 is activated,
the level of protection cannot be decreased to Level 0 or Level 1.

The JTAG port is permanently disabled when Level 2 is active (acting as a JTAG fuse). As a
consequence, boundary scan cannot be performed. STMicroelectronics is not able to
perform analysis on defective parts on which the Level 2 protection has been set.

Table 10. Access versus read protection level

Debug features, Boot from RAM or Bootind from flash memo
M Protection | from System memory bootloader 9 i
emory area level
Read Write Erase Read Write Erase
Level 1 No No(™ Yes
Main flash memory

Level 2 No Yes
Level 1 Yes Yes

Option bytes
Level 2 No No
Level 1 No NA Yes NA
Level 2 No NA Yes NA
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1. The main flash memory is only erased when the RDP changes from level 1 to 0. The OTP area remains unchanged.

3
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3.6.4

Note:

3

Figure 5 shows how to go from one RDP level to another.

Figure 5. RDP levels
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RDP = CCh Write optionsincluding RDP =AAh

RDP /= CCh & /= AAh
A 4 A

Leveﬁ\ / Level 0

]
RDP =CCh /¥ Write options RDP = AAh

including
RDP = CCh

—— Options write (RDP level increase) includes RDP = AAh
- Options erase Others option(s) modified
- New options program
— Options write (RDP level decrease) includes —— Options write (RDP level identical) includes

- Mass erase - Options erase

- Options erase - New options program
- New options program

ai16045

Write protection

Up to 7 user sectors in flash memory can be protected against unwanted write operations
due to loss of program counter contexts. When the non-write protection nWRPi bit (0 i< 7)
in the FLASH_OPTCR or FLASH_OPTCR1 registers is low, the corresponding sector
cannot be erased or programmed. Consequently, a mass erase cannot be performed if one
of the sectors is write-protected.

If an erase/program operation to a write-protected part of the flash memory is attempted
(sector protected by write protection bit, OTP part locked or part of the flash memory that
can never be written like the ICP), the write protection error flag (WRPERR) is set in the
FLASH_SR register.

When the memory read protection level is selected (RDP level = 1), it is not possible to
program or erase flash memory sector i if the CPU debug features are connected (JTAG or
single wire) or boot code is being executed from RAM, even if n\WRPi = 1.

Write protection error flag

If an erase/program operation to a write protected area of the flash memory is performed,
the Write Protection Error flag (WRPERR) is set in the FLASH_SR register.
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If an erase operation is requested, the WRPERR bit is set when:
e Mass, bank, sector erase are configured (MER and SER = 1)
e Asector erase is requested and the Sector Number SNB field is not valid

e A mass erase is requested while at least one of the user sector is write protected by
option bit (MER = 1 and nWRPi = 0 with 0 <i < 117 bits in the FLASH_OPTCRXx register

e Asector erase is requested on a write protected sector. (SER = 1, SNB =i and
nNWRPi = 0 with 0 =i < 117 bits in the FLASH_OPTCRX register)

e The flash memory is readout protected and an intrusion is detected.

If a program operation is requested, the WRPERR bit is set when:

e A write operation is performed on system memory or on the reserved part of the user
specific sector.

e  Awrite operation is performed to the user configuration sector

e Awrite operation is performed on a sector write protected by option bit.
e A write operation is requested on an OTP area which is already locked
e The flash memory is read protected and an intrusion is detected.

Proprietary code readout protection (PCROP)

Flash memory user sectors (0 to 7) can be protected against D-bus read accesses by using
the proprietary readout protection (PCROP).

The PCROP protection is selected as follows, through the SPRMOD option bit in the

FLASH_CR register:

e SPRMOD = 0: nWRPi control the write protection of respective user sectors

e  SPRMOD = 1: nWRPi control the read and write protection (PCROP) of respective
user sectors.

When a sector is readout protected (PCROP mode activated), it can only be accessed for

code fetch through ICODE Bus on flash interface:

e Anyread access performed through the D-bus triggers a RDERR flag error.

e  Any program/erase operation on a PCROPed sector triggers a WRPERR flag error.

3
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Figure 6. PCROP levels

Write options
SPMOD = active
and valid nWRPi*

Level 1
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o RDP /= 0xCC
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<
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—— User option sector erase and valid nWRPi*
—— Program new options

__ Global mass erase
User option section erase
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* Valid nWRPi means that none of the nWRP bits set can be reset (transition from 1 to 0) MS30467V1

The deactivation of the SPRMOD and/or the unprotection of PCROPed user sectors can
only occur when, at the same time, the RDP level changes from 1 to 0. If this condition is not
respected, the user option byte modification is canceled and the write error WRPERR flag is
set. The modification of the users option bytes (BOR_LEV, RST_STDBY, ..) is allowed since
none of the active nWRPi bits is reset and SPRMOD is kept active.

Note: The active value of nWRPi bits is inverted when PCROP mode is active (SPRMOD =1).

If SPRMOD = 1 and nWRPI =1, then user sector i of bank 1, respectively bank 2 is
read/write protected (PCROP).

3.7 One-time programmable bytes

Table 11 shows the organization of the one-time programmable (OTP) part of the OTP area.

Table 11. OTP area organization

Block [128:96] [95:64] [63:32] [31:0] Address byte 0
OTPO OTPO OTPO OTPO Ox1FFF 7800
° OTPO OTPO OTPO OTPO Ox1FFF 7810
OTP1 OTP1 OTP1 OTP1 Ox1FFF 7820
1 OTP1 OTP1 OTP1 OTP1 Ox1FFF 7830
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Table 11. OTP area organization (continued)

Block [128:96] [95:64] [63:32] [31:0] Address byte 0
oTP15 oTP15 OTP15 oTP15 Ox1FFF 79E0
15
oTP15 oTP15 OTP15 oTP15 0x1FEF 79F0
LOCKB15.. | LOCKB1 .. | LOCKB7.. | LOCKB3..
Lockblock | 5okp12 LOCKBS LOCKB4 LOCKBO Ox1FFF 7A00

The OTP area is divided into 16 OTP data blocks of 32 bytes and one lock OTP block of 16
bytes. The OTP data and lock blocks cannot be erased. The lock block contains 16 bytes
LOCKBI (0 =i < 15) to lock the corresponding OTP data block (blocks 0 to 15). Each OTP
data block can be programmed until the value 0x00 is programmed in the corresponding
OTP lock byte. The lock bytes must only contain 0x00 and OxFF values, otherwise the OTP
bytes might not be taken into account correctly.

3.8 Flash interface registers

3.8.1 Flash access control register (FLASH_ACR)

This register is used to enable/disable the acceleration features and control the flash
memory access time according to CPU frequency.

Address offset: 0x00
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DCRST | ICRST | DCEN | ICEN |PRFTEN LATENCY

w w w w w w | w | w | w

Bits 31:13 Reserved, must be kept cleared.

Bit 12 DCRST: Data cache reset

0: Data cache is not reset
1: Data cache is reset
This bit can be written only when the D cache is disabled.

Bit 11 ICRST: Instruction cache reset

0: Instruction cache is not reset
1: Instruction cache is reset
This bit can be written only when the | cache is disabled.

Bit 10 DCEN: Data cache enable

0: Data cache is disabled
1: Data cache is enabled

3
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Bit 9 ICEN: Instruction cache enable
0: Instruction cache is disabled
1: Instruction cache is enabled
Bit 8 PRFTEN: Prefetch enable
0: Prefetch is disabled
1: Prefetch is enabled
Bits 7:4 Reserved, must be kept cleared.
Bits 3:0 LATENCY: Latency
These bits represent the ratio of the CPU clock period to the flash memory access time.
0000: Zero wait state
0001: One wait state
0010: Two wait states
1110: Fourteen wait states
1111: Fifteen wait states
3.8.2 Flash key register (FLASH_KEYR)

This register is used to allow access to the Flash control register and so, to allow program

and erase operations.

Address offset: 0x04

Reset value: 0x0000 0000

Access: no wait state, word access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
KEY[31:16]

w w [ w [ w [ w [ w ] w ] w [ w [ w ][ w ] [w ] w]w]w]w
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
KEY[15:0]

w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w

Bits 31:0 FKEYR: FPEC key
The following values must be programmed consecutively to unlock the FLASH_CR register
and allow programming/erasing it:
a) KEY1=0x45670123
b) KEY2 = 0xCDEF89AB
3.8.3 Flash option key register (FLASH_OPTKEYR)

3

This register is used to allow program and erase operations in the user configuration sector.

Address offset: 0x08
Reset value: 0x0000 0000

Access: no wait state, word access
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OPTKEYR[31:16
w [ w [ w ] w [ w [ w ] w [ w [ w ] w]w [w]w ] w]w]w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
OPTKEYR[15:0]
w | w | w | w | w | w | w | w | w | w | w | w | w | w | w | w
Bits 31:0 OPTKEYR: Option byte key

The following values must be programmed consecutively to unlock the FLASH_OPTCR
register and allow programming it:

a) OPTKEY1 = 0x08192A3B
b) OPTKEY2 = 0x4C5D6E7F

3.84 Flash status register (FLASH_SR)

This register gives information on ongoing program and erase operations.

Address offset: 0x0C
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
BSY
r
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
RDERR | PGSERR | PGPERR | PGAERR | WRPERR OPERR| EOP
w rc_w1 rc_w1 rc_w1 rc_w1 rc_wl | rc_wi
Bits 31:17 Reserved, must be kept cleared.

Bit 16

Bits 15:9
Bit 8

Bit 7

Bit 6

82/1321

BSY: Busy

This bit indicates that a flash memory operation is in progress. It is set at the beginning of a
flash memory operation and cleared when the operation finishes or an error occurs.

0: no flash memory operation ongoing
1: flash memory operation ongoing

Reserved, must be kept cleared.

RDERR: Read Protection Error (pcrop)

Set by hardware when an address to be read through the Dbus belongs to a read protected
part of the flash.

Reset by writing 1.

PGSERR: Programming sequence error

Set by hardware when a write access to the flash memory is performed by the code while the
control register has not been correctly configured.
Cleared by writing 1.

PGPERR: Programming parallelism error

Set by hardware when the size of the access (byte, half-word, word, double word) during the
program sequence does not correspond to the parallelism configuration PSIZE (x8, x16,
x32, x64).

Cleared by writing 1.
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Bit 5 PGAERR: Programming alignment error
Set by hardware when the data to program cannot be contained in the same 128-bit flash
memory row.
Cleared by writing 1.

Bit 4 WRPERR: Write protection error

Set by hardware when an address to be erased/programmed belongs to a write-protected
part of the flash memory.
Cleared by writing 1.

Bits 3:2 Reserved, must be kept cleared.

Bit 1 OPERR: Operation error

Set by hardware when a flash memory operation (programming / erase /read) request is
detected and can not be run because of parallelism, alignment, or write protection error. This
bit is set only if error interrupts are enabled (ERRIE = 1).

Bit 0 EOP: End of operation

Set by hardware when one or more flash memory operations (program/erase) has/have
completed successfully. It is set only if the end of operation interrupts are enabled (EOPIE =

1).
Cleared by writing a 1.

3.8.5 Flash control register (FLASH_CR)
This register is used to configure and start flash memory operations.
Address offset: 0x10
Reset value: 0x8000 0000

Access: no wait state when no flash memory operation is ongoing, word, half-word and byte

access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
LOCK ERRIE | EOPIE STRT
rs w w rs
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

PSIZE[1:0] SNB[3:0] MER | SER | PG

Bit 31 LOCK: Lock
Write to 1 only. When it is set, this bit indicates that the FLASH_CR register is locked. It is
cleared by hardware after detecting the unlock sequence.
In the event of an unsuccessful unlock operation, this bit remains set until the next reset.

Bits 30:26 Reserved, must be kept cleared.

Bit 25 ERRIE: Error interrupt enable
This bit enables the interrupt generation when the OPERR bit in the FLASH_SR register is
setto 1.
0: Error interrupt generation disabled
1: Error interrupt generation enabled

3
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Bit 24 EOPIE: End of operation interrupt enable

This bit enables the interrupt generation when the EOP bit in the FLASH_SR register goes
to 1.

0: Interrupt generation disabled

1: Interrupt generation enabled

Bits 23:17 Reserved, must be kept cleared.

Bit 16 STRT: Start
This bit triggers an erase operation when set. It is set only by software and cleared when the
BSY bit is cleared.
Bits 15:10 Reserved, must be kept cleared.

Bits 9:8 PSIZE: Program size
These bits select the program parallelism.
00 program x8
01 program x16
10 program x32
11 program x64

Bit 7 Reserved, must be kept cleared.

Bits 6:3 SNB: Sector number
These bits select the sector to erase.

0000 sector 0
0001 sector 1

0101 sector 5
0110 sector 6
0111 sector 7
1000 not allowed

1011 not allowed
1100 not allowed
1101 not allowed
1110 not allowed
1111 not allowed

Bit 2 MER: Mass erase
Erase activated for all user sectors.

Bit 1 SER: Sector erase
Sector erase activated.

Bit0 PG: Programming
Flash memory programming activated.

3.8.6 Flash option control register (FLASH_OPTCR)

The FLASH_OPTCR register is used to modify the user option bytes.
Address offset: 0x14

Reset value: OXOFFF AAED. The option bits are loaded with values from flash memory at
reset release.
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Access: no wait state when no flash memory operation is ongoing, word, half-word and byte

access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SPRMOD nWRP[7:0]
w w ‘ w ‘ w ‘ rw ‘ w | w ‘ w ‘ w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
. nRST_ | nRST_ (WDG_S OPTST | OPTLO

RDP[7:0] STDBY | STOP | W BOR_LEV RT | CK

w | rw | w | w | rw | w | w | rw w w w w | w rs rs

Bit 31 SPRMOD: Selection of Protection Mode of nWPRi bits
0: PCROP disabled, nWPRI bits used for Write Protection on sector i
1: PCROP enabled, nWPRI bits used for PCROP Protection on sector i

Bits 30:24 Reserved, must be kept cleared.

Bits 23:16 nWRP[7:0]: Not write protect
These bits contain the value of the write-protection option bytes of sectors after reset. They
can be written to program a new write protect value into flash memory.
0: Write protection active on selected sector
1: Write protection not active on selected sector
These bits contain the value of the write-protection and read-protection (PCROP) option

bytes for sectors 0 to 7 after reset. They can be written to program a new write-protect or
PCROP value into flash memory.

If SPRMOD is reset:

0: Write protection active on sector i

1: Write protection not active on sector i

If SPRMOD is set:

0: PCRORP protection not active on sector i
1: PCROP protection active on sector i

Bits 15:8 RDP: Read protect

These bits contain the value of the read-protection option level after reset. They can be
written to program a new read protection value into flash memory.

O0xAA: Level 0, read protection not active

0xCC: Level 2, chip read protection active

Others: Level 1, read protection of memories active

Bits 7:5 USER: User option bytes

These bits contain the value of the user option byte after reset. They can be written to
program a new user option byte value into flash memory.
Bit 7: nRST_STDBY
Bit 6: nRST_STOP
Bit 5: WDG_SW
Note: When changing the WDG mode from hardware to software or from software to
hardware, a system reset is required to make the change effective.

Bit 4 Reserved, must be kept cleared. Always read as “0”.

3
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Bits 3:2 BOR_LEV: BOR reset Level

These bits contain the supply level threshold that activates/releases the reset. They can be
written to program a new BOR level. By default, BOR is off. When the supply voltage (Vpp)
drops below the selected BOR level, a device reset is generated.
00: BOR Level 3 (VBOR3), brownout threshold level 3
01: BOR Level 2 (VBOR?2), brownout threshold level 2
10: BOR Level 1 (VBOR1), brownout threshold level 1
11: BOR off, POR/PDR reset threshold level is applied

Note: For full details about BOR characteristics, refer to the “Electrical characteristics” section

in the device datasheet.

Bit 1 OPTSTRT: Option start

This bit triggers a user option operation when set. It is set only by software and cleared when
the BSY bit is cleared.

Bit 0 OPTLOCK: Option lock
Write to 1 only. When this bit is set, it indicates that the FLASH_OPTCR register is locked.
This bit is cleared by hardware after detecting the unlock sequence.
In the event of an unsuccessful unlock operation, this bit remains set until the next reset.

3
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3.8.7 Flash interface register map
Table 12. Flash register map and reset value
Offset| Register |5|3|QXIN|&IQI|KNSK2|2|= (22T Q|Y F || o~|o|w|t| w0
& s zalz il
FLASH_ACR ¥l o 4 T LATENCY
0x00 aleo =g
Reset value o(0|jo0fo0|o0 0|0‘0| 0
FLASH_KEYR KEY[31:16] KEY[15:0]
0x04
Reset value o‘o|o|o|o|o|o|o|o|o|o|o|o|o‘0|o o|0|0|0‘0|o|0|0|0‘0‘0|0|0|0‘0|o
FLASH_ : .
OPTKEYR OPTKEYR[31:16] OPTKEYR[15:0]
0x08
Resetvalue |0|0|0|0|0|0|0|0|0|0|0|0|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O]|O]O
x|l xl xl x
N ¥lele e Zla
FLASH_SR ) w| Wi W) wh g wlo
0x0C 0 E Ol ol ol € % Ll
alalal=2
Reset value 0 o(0|0f0]|O0 0|0
<y
S 2l o i = glelo
FLASH_CR i SNB[3:0] | W | w
- o rl O = N o
0x10 ' | m (2 o =0
o
Reset value 1 0|0 0 0|0 0|0|0|0O|0O|0O|O
o o
> | x
8 Elgla | & kS
FLASH_OPTCR | = nWRP[7:0] RDP[7:0] o o2
0x14 & | | © 5 |E|E
n Xl = m |O|O
[= c
Resetvalue |0 1‘1’1‘1’1‘1‘1|1 1’0|1‘0‘1’o’1|0 1111 111]0] 1

Refer to Section 2.2 on page 56 for the register boundary addresses.
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4 CRC calculation unit

4.1 CRC introduction

The CRC (cyclic redundancy check) calculation unit is used to get a CRC code from a 32-bit

data word and a fixed generator polynomial.

Among other applications, CRC-based techniques are used to verify data transmission or
storage integrity. In the scope of the EN/IEC 60335-1 standard, they offer a way of verifying
the flash memory integrity. The CRC calculation unit helps compute a signature of the
software during runtime, to be compared with a reference signature generated at link-time

and stored at a given memory location.

4.2 CRC main features

e Uses CRC-32 (Ethernet) polynomial: 0x4C11DB7
X32+X26+X23+X22+X16+X12+X11 +X10+X8+X7+X5+X4+X2+X+1

e  Single input/output 32-bit data register

e  CRC computation done in four AHB clock cycles (HCLK)

e  General-purpose 8-bit register (can be used for temporary storage)

The block diagram is shown in Figure 7.

Figure 7. CRC calculation unit block diagram

AHB

bus

32-bit (read access)

Data register (output)

4

A

CRC computation (polynol

mial: 0x4C11DB7)

4
32-bit (write access)

Data register (input)

ai14968

4.3 CRC functional description

The CRC calculation unit mainly consists of a single 32-bit data register, which:

e is used as an input register to enter new data in the CRC calculator (when writing into

the register)

e holds the result of the previous CRC calculation (when reading the register)
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Each write operation into the data register creates a combination of the previous CRC value
and the new one (CRC computation is done on the whole 32-bit data word, and not byte per
byte).

The write operation is stalled until the end of the CRC computation, thus allowing back-to-
back write accesses or consecutive write and read accesses.

The CRC calculator can be reset to OxFFFF FFFF with the RESET control bit in the
CRC_CR register. This operation does not affect the contents of the CRC_IDR register.

4.4 CRC registers
The CRC calculation unit contains two data registers and a control register.The peripheral
The CRC registers have to be accessed by words (32 bits).
441 Data register (CRC_DR)
Address offset: 0x00
Reset value: OxFFFF FFFF
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DR [31:16]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DR [15:0]

3

Bits 31:0 Data register bits

Used as an input register when writing new data into the CRC calculator.
Holds the previous CRC calculation result when it is read.
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4.4.2 Independent data register (CRC_IDR)

Address offset: 0x04
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
IDR([7:0]

Bits 31:8 Reserved, must be kept at reset value.

Bits 7:0 General-purpose 8-bit data register bits
Can be used as a temporary storage location for one byte.

This register is not affected by CRC resets generated by the RESET bit in the CRC_CR
register.

443 Control register (CRC_CR)

Address offset: 0x08
Reset value: 0x0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
RESET

w

Bits 31:1 Reserved, must be kept at reset value.

Bit 0 RESET bit
Resets the CRC calculation unit and sets the data register to OXFFFF FFFF.
This bit can only be set, it is automatically cleared by hardware.

3
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4.4.4 CRC register map

Table 13. CRC calculation unit register map and reset values

Offset | Register |53 QIKN|K|IIRQQ|K22T 22T 2 F|S|o|w|~ov|¥|m N0
CRC_DR Data register
0x00
Reset value OxFFFF FFFF
CRC_IDR Independent data register
0x04
Reset value 0x0000
[
w
CRC_CR o
0x08 4
Reset value 0
Refer to Section 2.2 on page 56 for the register boundary addresses.
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5 Power controller (PWR)

5.1 Power supplies

The device requires a 1.8 to 3.6 V operating voltage supply (Vpp). An embedded linear
voltage regulator is used to supply the internal 1.2 V digital power.

The real-time clock (RTC), the RTC backup registers, and the backup SRAM (BKP SRAM)
can be powered from the Vgt voltage when the main Vpp supply is powered off.

Note: Depending on the operating power supply range, some peripheral may be used with limited
functionality and performance. For more details refer to section “General operating
conditions” in STM32F446xx datasheet.

Figure 8. Power supply overview for STM32F446xx

VBAT
Backup circuitry
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Backup registers,
- backup RAM)
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gl 10
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+1x4.7pF } 1/2/..11/12
Voouss®™ BYPASS_REG Flash memory
T beee¥ORUSBET o e | L e
100 NF
+1 uF
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.
VREF
£ .............. Analog:
100 nF 100 nF ) RCs,
FTPF |+ 1pF PLL,..
=
- MSv33072V1

1. Vppa and Vgga must be connected to Vpp and Vgg, respectively.

3

92/1321 RMO0390 Rev 9




RM0390

Power controller (PWR)

5.1.1

5.1.2

3

Independent A/D converter supply and reference voltage

To improve conversion accuracy, the ADC has an independent power supply which can be
separately filtered and shielded from noise on the PCB.

e The ADC voltage supply input is available on a separate Vppp pin.
e Anisolated supply ground connection is provided on pin Vgga.

To ensure a better accuracy of low voltage inputs, the user can connect a separate external
reference voltage ADC input on Vggg. The voltage on Vggp ranges from 1.8 V to Vppa.

Battery backup domain (also known as RTC domain)

Backup domain description

To retain the content of the RTC backup registers, backup SRAM, and supply the RTC when
Vpp is turned off, Vgat pin can be connected to an optional standby voltage supplied by a
battery or by another source.

To allow the RTC to operate even when the main digital supply (Vpp) is turned off, the Vgar
pin powers the following blocks:

e TheRTC

e The LSE oscillator

e  The backup SRAM when the low-power backup regulator is enabled

e PC13to PC151/Os

The switch to the Vgat supply is controlled by the power-down reset embedded in the Reset
block.

Warning: During tgstrempo (temporization at Vpp startup) or after a PDR
is detected, the power switch between Vg1 and Vpp remains
connected to Vgar.

During the startup phase, if Vpp is established in less than
trsTTEMPO (refer to the datasheet for the value of trstrEMPO)
and Vpp > Vgar + 0.6 V, a current may be injected into Vgt
through an internal diode connected between Vpp and the
power switch (VgaT).

If the power supply/battery connected to the Vgar pin cannot
support this current injection, it is strongly recommended to
connect an external low-drop diode between this power
supply and the Vgat pin.

If no external battery is used in the application, it is recommended to connect the VBAT pin
to Vpp supply, and add a 100 nF ceramic decoupling capacitor on VBAT pin.

When the backup domain is supplied by Vpp (analog switch connected to Vpp), the
following functions are available:
e PC14 and PC15 can be used as either GPIO or LSE pins

e PC13 can be used as a GPIOas the RTC_AF1 pin (refer to Table 24: RTC_AF1 pin for
more details about this pin configuration)
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Note:
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Due to the fact that the switch only sinks a limited amount of current (3 mA), the use of
GPIOs PC13 to PC15 in output mode is restricted: the speed has to be limited to 2 MHz with
a maximum load of 30 pF and these I/Os must not be used as a current source (e.g. to drive
an LED).

When the backup domain is supplied by Vgar (analog switch connected to Vg because
Vpp is not present), the following functions are available:

e PC14 and PC15 can be used as LSE pins only

e PC13 can be used as the RTC_AF1 pin (refer to Table 24: RTC_AF1 pin for more
details about this pin configuration).

Backup domain access

After reset, the backup domain (RTC registers, RTC backup register and backup SRAM) is
protected against possible unwanted write accesses. To enable access to the backup
domain, proceed as follows:

e Access to the RTC and RTC backup registers

1. Enable the power interface clock by setting the PWREN bits in the RCC_APB1ENR
register (see Section 6.3.13: RCC APB1 peripheral clock enable register
(RCC_APB1ENR))

2. Setthe DBP bit in the Section 5.4.1: PWR power control register (PWR_CR) and PWR
power control register (PWR_CR) to enable access to the backup domain

3. Select the RTC clock source: see Section 6.2.8: RTC/AWU clock

4. Enable the RTC clock by programming the RTCEN [15] bit in the Section 6.3.20: RCC
Backup domain control register (RCC_BDCR)

e  Access to the backup SRAM

1. Enable the power interface clock by setting the PWREN bits in the RCC_APB1ENR
register (see Section 6.3.13).

2. Setthe DBP bit in the PWR power control register (PWR_CR) to enable access to the
backup domain

3. Enable the backup SRAM clock by setting BKPSRAMEN bit in the RCC AHB1
peripheral clock enable register (RCC_AHB1ENR).

RTC and RTC backup registers

The real-time clock (RTC) is an independent BCD timer/counter. The RTC provides a time-
of-day clock/calendar, two programmable alarm interrupts, and a periodic programmable
wakeup flag with interrupt capability. The RTC contains 20 backup data registers (80 bytes)
which are reset when a tamper detection event occurs. For more details refer to .

Backup SRAM

The backup domain includes 4 Kbytes of backup SRAM addressed in 32-bit, 16-bit or 8-bit
mode. Its content is retained even in Standby or Vgat mode when the low-power backup
regulator is enabled. It can be considered as an internal EEPROM when Vgat is always
present.

When the backup domain is supplied by Vpp (analog switch connected to Vpp), the backup
SRAM is powered from Vpp which replaces the Vgar power supply to save battery life.

When the backup domain is supplied by Vgar (analog switch connected to Vgt because
Vpp is not present), the backup SRAM is powered by a dedicated low-power regulator. This
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regulator can be ON or OFF depending whether the application needs the backup SRAM
function in Standby and Vga1 modes or not. The power-down of this regulator is controlled
by a dedicated bit, the BRE control bit of the PWR_CSR register.

The backup SRAM is not mass erased by a tamper event.
When the Flash is read out protected, the backup SRAM is also read protected to prevent
confidential data (such as cryptographic private key) from being accessed. When the
protection level change from level 1 to level 0 is requested, the backup SRAM content is
erased. Refer to the description of Read protection (RDP) option byte.
Figure 9. Backup domain
Power switch LP voltage regulator
Voltage regulator 33->12V
33->12V
|
1.2 V domain
Backup SRAM| | Backup SRAM
interface [~ 12V
d—> RTC —nl LSE 32.768 Hz
Backup domain
MS30430V1
51.3 Voltage regulator

3

An embedded linear voltage regulator supplies all the digital circuitries except for the backup
domain and the Standby circuitry. The regulator output voltage is around 1.2 V.

This voltage regulator requires two external capacitors to be connected to two dedicated
pins, Vcap 1and Veap o available in all packages. Specific pins must be connected either to
Vgg or Vpp to activate or deactivate the voltage regulator. These pins depend on the
package.

When activated by software, the voltage regulator is always enabled after Reset. It works in
three different modes depending on the application modes (Run, Stop, or Standby mode).

¢ In Run mode, the main regulator supplies full power to the 1.2 V domain (core,
memories and digital peripherals). In this mode, the regulator output voltage (around
1.2 V) can be scaled by software to different voltage values (scale 1, scale 2, and scale
3 can be configured through VOS[1:0] bits of the PWR_CR register). The scale can be
modified only when the PLL is OFF and the HSI or HSE clock source is selected as
system clock source. The new value programmed is active only when the PLL is ON.
When the PLL is OFF, the voltage scale 3 is automatically selected.

The voltage scaling allows optimizing the power consumption when the device is
clocked below the maximum system frequency. After exit from Stop mode, the voltage
scale 3 is automatically selected.(see Section 5.4.1.

Two operating modes are available:
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— Normal mode: the CPU and core logic operate at maximum frequency at a given
voltage scaling (scale 1, scale 2 or scale 3)

— Over-drive mode: the CPU and the core logic can operate at a higher frequency
than the normal mode for the voltage scaling scale 1 and scale 2.

e In Stop mode: the main regulator or low-power regulator supplies a low-power voltage
to the 1.2V domain, thus preserving the content of registers and internal SRAM.

The voltage regulator can be put either in main regulator mode (MR) or in low-power
mode (LPR). Both modes can be configured by software as follows:

— Normal mode: the 1.2 VV domain is preserved in nominal leakage mode. It is the
default mode when the main regulator (MR) or the low-power regulator (LPR) is
enabled.

— Low voltage mode.

— Under-drive mode: the 1.2 V domain is preserved in reduced leakage mode. This
mode is only available when the main regulator or the low-power regulator is in
low voltage mode (see Table 14).

¢ In Standby mode: the regulator is powered down. The content of the registers and
SRAM are lost except for the Standby circuitry and the backup domain.

Over-drive and under-drive mode are not available when the regulator is bypassed.
For more details, refer to the voltage regulator section in the STM32F446xx datasheet.

Table 14. Voltage regulator configuration mode versus device operating mode(")

Voltage regulator configuration Run mode | Sleep mode | Stop mode |Standby mode
Normal mode MR MR MR or LPR -
Low-voltage mode - - MR or LPR -
Over-drive mode(?) MR MR - -
Under-drive mode - - MR or LPR -
Power-down mode - - - Yes
1. ‘“ means that the corresponding configuration is not available.

2. The over-drive mode is not available when Vpp = 1.8 to 2.1 V.

Entering Over-drive mode

It is recommended to enter Over-drive mode when the application is not running critical
tasks and when the system clock source is either HSI or HSE. To optimize the configuration
time, enable the Over-drive mode during the PLL lock phase.

To enter Over-drive mode, follow the sequence below:

1. Select HSI or HSE as system clock.

2. Configure RCC_PLLCFGR register and set PLLON bit of RCC_CR register.

3. Set ODEN bit of PWR_CR register to enable the Over-drive mode and wait for the
ODRDY flag to be set in the PWR_CSR register.

4. Setthe ODSW bit in the PWR_CR register to switch the voltage regulator from Normal
mode to Over-drive mode. The System will be stalled during the switch but the PLL
clock system will be still running during locking phase.

5. Wait for the ODSWRDY flag in the PWR_CSR to be set.
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Select the required Flash latency as well as AHB and APB prescalers.

Wait for PLL lock.

Switch the system clock to the PLL.

Enable the peripherals that are not generated by the System PLL (I12S clock, SAI1 and
SAI2 clocks, USB_48MHz clock....).

The PLLI2S and PLLSAI can be configured at the same time as the system PLL.

During the Over-drive switch activation, no peripheral clocks should be enabled. The
peripheral clocks must be enabled once the Over-drive mode is activated.

© © N

Entering Stop mode disables the Over-drive mode, as well as the PLL. The application
software has to configure again the Over-drive mode and the PLL after exiting from Stop
mode.

Exiting from Over-drive mode

It is recommended to exit from Over-drive mode when the application is not running critical
tasks and when the system clock source is either HS1 or HSE.There are two sequences that
allow exiting from over-drive mode:

e By resetting simultaneously the ODEN and ODSW bits bit in the PWR_CR register
(sequence 1)

e By resetting first the ODSW bit to switch the voltage regulator to Normal mode and then
resetting the ODEN bit to disable the Over-drive mode (sequence 2).

Example of sequence 1:

1. Select HSI or HSE as system clock source.

2. Disable the peripheral clocks that are not generated by the System PLL (12S clock,
SAI1 and SAI2 clocks, USB_48MHz clock,....)

3. Reset simultaneously the ODEN and the ODSW bits in the PWR_CR register to switch
back the voltage regulator to Normal mode and disable the Over-drive mode.

4. Wait for the ODWRDY flag of PWR_CSR to be reset.

Example of sequence 2:
1. Select HSI or HSE as system clock source.

2. Disable the peripheral clocks that are not generated by the System PLL (12S clock,
SAI1 and SAI2 clocks, USB_48MHz clock,....).

3. Reset the ODSW bit in the PWR_CR register to switch back the voltage regulator to
Normal mode. The system clock is stalled during voltage switching.

4. Wait for the ODWRDY flag of PWR_CSR to be reset.
5. Reset the ODEN bit in the PWR_CR register to disable the Over-drive mode.
During step 3, the ODEN bit remains set and the Over-drive mode is still enabled but not

active (ODSW bit is reset). If the ODEN bit is reset instead, the Over-drive mode is disabled
and the voltage regulator is switched back to the initial voltage.
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Power supply supervisor

Power-on reset (POR) / power-down reset (PDR)

The device has an integrated POR/PDR circuitry that allows proper operation starting
from 1.8 V.

The device remains in Reset mode when Vpp/Vppa is below a specified threshold,
Vpor/pDRs Without the need for an external reset circuit. For more details concerning the
power on/power-down reset threshold, refer to the electrical characteristics of the
datasheet.

Figure 10. Power-on reset/power-down reset waveform

VDD/VDDA
A
PDR
| 40 mv
___________ :r _Y. hysteress L. .. PDR
! ¢ ': Temporization E
| tRSTTEMPO i
Reset L
MS30431V1

Brownout reset (BOR)

During power on, the Brownout reset (BOR) keeps the device under reset until the supply
voltage reaches the specified Vg threshold.

Vgor is configured through device option bytes. By default, BOR is off. 3 programmable
Vpgor threshold levels can be selected:

e BOR Level 3 (VBOR3). Brownout threshold level 3.

e BOR Level 2 (VBORZ2). Brownout threshold level 2.

e BORLevel 1 (VBOR1). Brownout threshold level 1.

For full details about BOR characteristics, refer to the "Electrical characteristics" section in
the device datasheet.

When the supply voltage (Vpp) drops below the selected Vgog threshold, a device reset is
generated.

The BOR can be disabled by programming the device option bytes. In this case, the
power-on and power-down is then monitored by the POR/ PDR (see Section 5.2.1).
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The BOR threshold hysteresis is ~100 mV (between the rising and the falling edge of the
supply voltage).

Figure 11. BOR thresholds
VDD/VDDA
A
BOR threshold 100 mV
L y _hysteresis
>
Reset oo ______
MS30433V1
5.2.3 Programmable voltage detector (PVD)

3

You can use the PVD to monitor the Vpp power supply by comparing it to a threshold
selected by the PLS[2:0] bits in the Section 5.4.1.

The PVD is enabled by setting the PVDE bit.

A PVDO flag is available (see Section 5.4.2), to indicate if Vpp is higher or lower than the
PVD threshold. This event is internally connected to the EXTI line16 and can generate an
interrupt if enabled through the EXTI registers. The PVD output interrupt can be generated
when Vpp drops below the PVD threshold and/or when Vpp rises above the PVD threshold,
depending on EXTI line16 rising/falling edge configuration. As an example, the service
routine can perform emergency shutdown tasks.
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Figure 12. PVD thresholds
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Low-power modes

By default, the MCU is in Run mode after a system or a power-on reset. In Run mode the
CPU is clocked by HCLK and the program code is executed. Several low-power modes are
available to save power when the CPU does not need to be kept running, for example when
waiting for an external event. It is up to the user to select the mode that gives the best
compromise between low-power consumption, short startup time, and available wake-up
sources.

The devices feature three low-power modes:

e Sleep mode (Cortex®-M4 with FPU core stopped, peripherals kept running)

e  Stop mode (all clocks are stopped)

e  Standby mode (1.2 V domain powered off)

In addition, the power consumption in Run mode can be reduce by one of the following
means:

e Slowing down the system clocks

e  Gating the clocks to the APBx and AHBx peripherals when they are unused.

3
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Table 15. Low-power mode summary
Effect on
Effecton 1.2V .
Mode name Entry Wakeup domain clocks Vpp domain | Voltage regulator
clocks
Slee WEFI or Return Anv interruot CPU CLK OFF
(Sle;) now from ISR y P no effect on
P other clocks or None ON
or Sleep-on-
exit) WFE Wakeup event analog clock
sources
PDDS and LPDS ON orin low- power
bits + Any EXTI line (configured mode (de enpds on
Stop SLEEPDEEP bit in the EXTI registers, P
. . PWR power control
+ WFI or Return |internal and external lines) ;
register (PWR_CR)
from ISR or WFE HSI and
WKUP pin rising edge, All 1.2 V domain HSE
RTC alarm (Alarm A or clocks OFF oscillators
PDDS bit + OFF
.. | Alarm B), RTC Wakeup
SLEEPDEEP bit
Standby event, RTC tamper OFF
+ WFI or Return events, RTC time stam
from ISR or WFE ’ np
event, external reset in
NRST pin, IWDG reset
5.3.1 Slowing down system clocks
In Run mode the speed of the system clocks (SYSCLK, HCLK, PCLK1, PCLK2) can be
reduced by programming the prescaler registers. These prescalers can also be used to slow
down peripherals before entering Sleep mode.
For more details refer to Section 6.3.3: RCC clock configuration register (RCC_CFGR).
5.3.2 Peripheral clock gating

3

In Run mode, the HCLKx and PCLKXx for individual peripherals and memories can be
stopped at any time to reduce power consumption.

To further reduce power consumption in Sleep mode the peripheral clocks can be disabled
prior to executing the WFI or WFE instructions.

Peripheral clock gating for STM32F446xx is controlled by the AHB1 peripheral clock enable
register (RCC_AHB1ENR), AHB2 peripheral by the clock enable register
(RCC_AHB2ENR), AHB3 by the peripheral clock enable register (RCC_AHB3ENR) (see
Section 6.3.10: RCC AHB1 peripheral clock enable register RCC_AHB1ENR),

Section 6.3.11: RCC AHB2 peripheral clock enable register RCC_AHB2ENR) and

Section 6.3.12: RCC AHB3 peripheral clock enable register RCC_AHB3ENR),
respectively).

Disabling the peripherals clocks in Sleep mode can be performed automatically by resetting
the corresponding bit in RCC_AHBXLPENR and RCC_APBXLPENR registers.
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Low power mode

Entering low power mode

Low power modes are entered by the MCU executing the WFI (Wait For Interrupt), or WFE
(Wait For Event) instructions, or when the SLEEPONEXIT bit in the Cortex®-M4 System
Control register is set on Return from ISR.

Exiting low power mode

From Sleep and Stop modes the MCU exits low power mode depending on the way the
mode was entered:

e If the WFI instruction or Return from ISR was used to enter the low power mode, any
peripheral interrupt acknowledged by the NVIC can wake up the device

e If the WFE instruction was used to enter the low power mode, the MCU exits the mode
as soon as an event occurs. The wakeup event can by generated either by:

— NVIC IRQ interrupt
- When SEVEONPEND=0 in the Cortex®-M4 System Control register.

By enabling an interrupt in the peripheral control register and in the NVIC. When
the MCU resumes from WFE, the peripheral interrupt pending bit and the NVIC
peripheral IRQ channel pending bit (in the NVIC interrupt clear pending register)
have to be cleared.

Only NVIC interrupts with sufficient priority will wakeup and interrupt the MCU.
- When SEVEONPEND=1 in the Cortex®-M4 System Control register.

By enabling an interrupt in the peripheral control register and optionally in the
NVIC. When the MCU resumes from WFE, the peripheral interrupt pending bit and
(when enabled) the NVIC peripheral IRQ channel pending bit (in the NVIC
interrupt clear pending register) have to be cleared.

All NVIC interrupts wake up the MCU, even the disabled ones.
- Event

Configuring a EXTI line in event mode. When the CPU resumes from WFE, it is
not necessary to clear the EXTI peripheral interrupt pending bit or the NVIC IRQ
channel pending bit as the pending bits corresponding to the event line is not set.
It may be necessary to clear the interrupt flag in the peripheral.

From Standby and Shutdown modes the MCU exits Low power mode through an external
reset (NRST pin), an IWDG reset, a rising edge on one of the enabled WKUPXx pins or a
RTC event (see Figure 240: RTC block diagram).

Sleep mode

Entering Sleep mode

The Sleep mode is entered according to Entering low power mode, when the SLEEPDEEP
bit in the Cortex®-M4 System Control register is cleared.

Refer to Table 16 for details on how to enter the Sleep mode.

Exiting Sleep mode

The Sleep mode is exited according to Exiting low power mode.

3
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Refer to Table 16 for details on how to exit the Sleep mode.

Table 16. Sleep-now entry and exit

Sleep-now mode Description

WEFI (Wait for Interrupt) or WFE (Wait for Event) while:
— SLEEPDEEP =0
Refer to the Cortex®-M4 with FPU System Control register.

Mode entry On Return from ISR while:

— SLEEPDEEP =0 and

— SLEEPONEXIT =1

Refer to the Cortex®-M4 with FPU System Control register.

If WFI or Return from ISR was used for entry:

— Interrupt: refer to Table 38: Vector table for STM32F446xx

If WFE was used for entry and SEVONPEND =0

— Wakeup event: refer to Section 10.2.3: Wakeup event management

Mode exit
If WFE was used for entry and SEVONPEND = 1
— Interrupt event when disabled in NVIC: refer to Table 38: Vector table for
STM32F446xx
— Wakeup event: refer to Section 10.2.3: Wakeup event management.
Wakeup latency None

5.3.5 Stop mode

The Stop mode is based on the Cortex®-M4 with FPU deepsleep mode combined with
peripheral clock gating. The voltage regulator can be configured either in normal or low-
power mode. In Stop mode, all clocks in the 1.2 V domain are stopped, the PLLs, the HSI
and the HSE RC oscillators are disabled. Internal SRAM and register contents are
preserved.

In Stop mode, the power consumption can be further reduced by using additional settings in
the PWR_CR register. However this will induce an additional startup delay when waking up
from Stop mode (see Table 17).

3
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Table 17. Stop operating modes

Voltage regulator mode

UDEN[1:0] | MRUDS | LPUDS | LPDS | FPDS

bits bit bit bit bit Wakeup latency

Normal
mode

(Main regulator)

STOP MR
- 0 - 0 0 |[HSIRC startup time

HSI RC startup time +

STOP MR- FPD - 0 - 0 1 Flash wakeup time from

power-down mode

HSI RC startup time +

STOP LP - 0 0 1 0 |Regulator wakeup time from
LP mode

HSI RC startup time +
Flash wakeup time from

STOP LP-FPD - - 0 1 1 | power-down mode +

Regulator wakeup time from
LP mode

Under-
drive
mode

STOP UMR-FPD 3 1 - 0 -

HSI RC startup time +

Flash wakeup time from
power-down mode +

Main regulator wakeup time from
under-drive mode +

Core logic to nominal mode

STOP ULP-FPD 3 - 1 1 -

HSI RC startup time +

Flash wakeup time from
power-down mode +
Regulator wakeup time from
LP under-drive mode +
Core logic to nominal mode
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Entering Stop mode

The Stop mode is entered according to Entering low power mode, when the SLEEPDEEP
bit in Cortex®-M4 System Control register is set.

Refer to Table 18 for details on how to enter the Stop mode.

When the microcontroller enters in Stop mode, the voltage scale 3 is automatically selected.
To further reduce power consumption in Stop mode, the internal voltage regulator can be put
in low-power or low voltage mode. This is configured by the LPDS, MRUDS, LPUDS and
UDEN bits of the PWR power control register (PWR_CR).

Stop mode can be entered from Run mode and Low power run mode.

If Flash memory programming is ongoing, the Stop mode entry is delayed until the memory
access is finished.

If an access to the APB domain is ongoing, The Stop mode entry is delayed until the APB
access is finished.
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If the Over-drive mode was enabled before entering Stop mode, it is automatically disabled
during when the Stop mode is activated.
In Stop mode, the following features can be selected by programming individual control bits:

¢ Independent watchdog (IWDG): the IWDG is started by writing to its Key register or by
hardware option. Once started it cannot be stopped except by a Reset. See
Section 20.3: IWDG functional description.

e Real-time clock (RTC): this is configured by the RTCEN bit in the RCC Backup domain
control register (RCC_BDCR).

¢ Internal RC oscillator (LS| RC): this is configured by the LSION bit in the RCC clock
control and status register (RCC_CSR).

e  External 32.768 kHz oscillator (LSE OSC): this is configured by the LSEON bit in the
RCC Backup domain control register (RCC_BDCR).

The ADC or DAC can also consume power during the Stop mode, unless they are disabled
before entering it. To disable them, the ADON bit in the ADC_CR2 register and the ENXx bit
in the DAC_CR register must both be written to 0.

Before entering Stop mode, it is recommended to enable the clock security system (CSS)
feature to prevent external oscillator (HSE) failure from impacting the internal MCU
behavior.

Exiting Stop mode
The Stop mode is exited according to Exiting low power mode.
Refer to Table 18 for more details on how to exit Stop mode.

When exiting Stop mode by issuing an interrupt or a wakeup event, the HSI RC oscillator is
selected as system clock.

If the Under-drive mode was enabled, it is automatically disabled after exiting Stop mode.

When the voltage regulator operates in low-power or low voltage mode, an additional
startup delay is incurred when waking up from Stop mode. By keeping the internal regulator
ON during Stop mode, the consumption is higher although the startup time is reduced.

When the voltage regulator operates in Under-drive mode, an additional startup delay is
induced when waking up from Stop mode.
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Table 18. Stop mode entry and exit for STM32F446xx

Stop mode Description
WEFI (Wait for Interrupt) or WFE (Wait for Event) while:
— Set SLEEPDEEP bit in Cortex®-M4 with FPU System Control register
— Clear PDDS bit in Power Control register (PWR_CR)
— Select the voltage regulator mode by configuring LPDS, MRUDS, LPUDS and
UDEN bits in PWR_CR (see Table 17: Stop operating modes).
On Return from ISR while:
— SLEEPDEEP bit is set in Cortex®-M4 with FPU System Control register
Modeentry | _ S| EEPONEXIT =1
— LPMS = “000” in PWR_C1: volatage regulator in main regulator mode
— LPMS = “001" in PWR_C1: volatage regulator in low power regulator mode
Note: To enter the Stop mode, all EXTI Line pending bits in Pending register
(EXTI_PR), all peripheral interrupts pending bits, the RTC Alarms (Alarm A and
Alarm B), RTC wakeup, RTC tamper, and RTC time stamp flags, must be reset.
Otherwise, the Stop mode entry procedure is ignored and program execution
continues.
If WFI or Return from ISTR was used for entry:
All EXTI lines configured in Interrupt mode (the corresponding EXTI Interrupt
vector must be enabled in the NVIC). Refer to Table 38: Vector table for
STM32F446xx.
If WFE was used for entry and SEVONPEND = 0:
All EXTI Lines configured in event mode. Refer to Section 10.2.3: Wakeup
Mode exit event management
If WFE was used for entry and SEVONPEND = 1:
Any EXTI line configured in Interrupt mode (even if the corresponding EXTI
Interrupt vector is disabled in the NVIC). The interrupt source can be external
interrupts or peripherals with wakeup capability. Refer to Table 38: Vector
table for STM32F446xx.
Wakeup event: refer to Section 10.2.3: Wakeup event management
Wakeup latency |Refer to Table 17: Stop operating modes

Standby mode

The Standby mode allows to achieve the lowest power consumption. It is based on the
Cortex®-M4 with FPU deepsleep mode, with the voltage regulator disabled. The 1.2V
domain is consequently powered off. The PLLs, the HSI oscillator and the HSE oscillator are
also switched off. SRAM and register contents are lost except for registers in the backup
domain (RTC registers, RTC backup register and backup SRAM), and Standby circuitry (see

Figure 8).

Entering Standby mode

The Standby mode is entered according to Entering low power mode, when the
SLEEPDEEP bit in the Cortex®-M4 with FPU System Control register is set.

3
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Refer to Table 19 for more details on how to enter Standby mode.

In Standby mode, the following features can be selected by programming individual control

bits:

¢ Independent watchdog (IWDG): the IWDG is started by writing to its Key register or by
hardware option. Once started it cannot be stopped except by a reset. See
Section 20.3: IWDG functional description.

e Real-time clock (RTC): this is configured by the RTCEN bit in the backup domain
control register (RCC_BDCR)

¢ Internal RC oscillator (LSI RC): this is configured by the LSION bit in the Control/status
register (RCC_CSR).

e  External 32.768 kHz oscillator (LSE OSC): this is configured by the LSEON bit in the
backup domain control register (RCC_BDCR)

Exiting Standby mode

The microcontroller exits Standby mode according to Exiting low power mode. The SBF
status flag in the PWR power control/status register (PWR_CSR) indicates that the MCU
was in Standby mode. All registers are reset after wakeup from standby except for PWR
power control/status register (PWR_CSR).

Refer to Table 19 for more details on how to exit Standby mode.

Table 19. Standby mode entry and exit

Standby mode Description

WFI (Wait for Interrupt) or WFE (Wait for Event) while:

— SLEEPDEEP is set in Cortex®-M4 with FPU with FPU System Control
register

— PDDS bit is set in Power Control register (PWR_CR)

— no interrupt (for WFI or event (for WFE) is pending

— WUF bit is cleared in Power Control/Status register (PWR_CR)

— the RTC flag corresponding to the chosen wakeup source (RTC Alarm A,
RTC Alarm B, RTC wakeup, Tamper or Timestamp flags) is cleared

Mode entry On Return from ISR while:

— SLEEPDEEP bit is set in Cortex®-M4 with FPU with FPU System Control
register and

— SLEEPONEXIT =1 and

— PDDS bit is set in Power Control register (PWR_CR) and

— no interrupt is pending and

— WUF bit is cleared in Power Control/Status register (PWR_SR) and

— the RTC flag corresponding to the chosen wakeup source (RTC Alarm A,
RTC Alarm B, RTC wakeup, Tamper or Timestamp flags) is cleared

WKUP pin rising edge, RTC alarm (Alarm A and Alarm B), RTC wakeup,
tamper event, time stamp event, external reset in NRST pin, IWDG reset.

Mode exit

Wakeup latency | Reset phase.

3
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I/0 states in Standby mode

In Standby mode, all I/O pins are high impedance except for:
e Reset pad (still available)

e RTC_AF1 pin (PC13) if configured for tamper, time stamp, RTC Alarm out, or RTC
clock calibration out

e  WKUP pin (PA0), if enabled

Debug mode

By default, the debug connection is lost if the application puts the MCU in Stop or Standby
mode while the debug features are used. This is due to the fact that the Cortex®-M4 with
FPU core is no longer clocked.

However, by setting some configuration bits in the DBGMCU_CR register, the software can
be debugged even when using the low-power modes extensively. For more details, refer to
Section 33.16.1: Debug support for low-power modes.

Programming the RTC alternate functions to wake up the device
from the Stop and Standby modes

The MCU can be woken up from a low-power mode by an RTC alternate function.

The RTC alternate functions are the RTC alarms (Alarm A and Alarm B), RTC wakeup, RTC
tamper event detection and RTC time stamp event detection.

These RTC alternate functions can wake up the system from the Stop and Standby low-
power modes.

The system can also wake up from low-power modes without depending on an external
interrupt (Auto-wakeup mode), by using the RTC alarm or the RTC wakeup events.

The RTC provides a programmable time base for waking up from the Stop or Standby mode
at regular intervals.

For this purpose, two of the three alternate RTC clock sources can be selected by
programming the RTCSEL[1:0] bits in the RCC Backup domain control register
(RCC_BDCR):

e Low-power 32.768 kHz external crystal oscillator (LSE OSC)
This clock source provides a precise time base with a very low-power consumption
(additional consumption of less than 1 pA under typical conditions)

e Low-power internal RC oscillator (LSl RC)
This clock source has the advantage of saving the cost of the 32.768 kHz crystal. This
internal RC oscillator is designed to use minimum power.

RTC alternate functions to wake up the device from the Stop mode

e  To wake up the device from the Stop mode with an RTC alarm event, it is necessary to:

a) Configure the EXTI Line 17 to be sensitive to rising edges (Interrupt or Event
modes)

b) Enable the RTC Alarm Interrupt in the RTC_CR register
c) Configure the RTC to generate the RTC alarm

e To wake up the device from the Stop mode with an RTC tamper or time stamp event, it
is necessary to:
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a) Configure the EXTI Line 21 to be sensitive to rising edges (Interrupt or Event
modes)

b) Enable the RTC time stamp Interrupt in the RTC_CR register or the RTC tamper
interrupt in the RTC_TAFCR register

c) Configure the RTC to detect the tamper or time stamp event

To wake up the device from the Stop mode with an RTC wakeup event, it is necessary
to:

a) Configure the EXTI Line 22 to be sensitive to rising edges (Interrupt or Event
modes)

b) Enable the RTC wakeup interrupt in the RTC_CR register
c) Configure the RTC to generate the RTC Wakeup event

RTC alternate functions to wake up the device from the Standby mode

To wake up the device from the Standby mode with an RTC alarm event, it is necessary
to:

a) Enable the RTC alarm interrupt in the RTC_CR register
b) Configure the RTC to generate the RTC alarm

To wake up the device from the Standby mode with an RTC tamper or time stamp
event, it is necessary to:

a) Enable the RTC time stamp interrupt in the RTC_CR register or the RTC tamper
interrupt in the RTC_TAFCR register

b) Configure the RTC to detect the tamper or time stamp event

To wake up the device from the Standby mode with an RTC wakeup event, it is
necessary to:

a) Enable the RTC wakeup interrupt in the RTC_CR register
b) Configure the RTC to generate the RTC wakeup event

Safe RTC alternate function wakeup flag clearing sequence

If the selected RTC alternate function is set before the PWR wakeup flag (WUTF) is cleared,
it will not be detected on the next event as detection is made once on the rising edge.

To avoid bouncing on the pins onto which the RTC alternate functions are mapped, and exit
correctly from the Stop and Standby modes, it is recommended to follow the sequence
below before entering the Standby mode:

When using RTC alarm to wake up the device from the low-power modes:
a) Disable the RTC alarm interrupt (ALRAIE or ALRBIE bits in the RTC_CR register)
b) Clear the RTC alarm (ALRAF/ALRBF) flag

c) Clear the PWR Wakeup (WUF) flag

d) Enable the RTC alarm interrupt

e) Re-enter the low-power mode

When using RTC wakeup to wake up the device from the low-power modes:
a) Disable the RTC Wakeup interrupt (WUTIE bit in the RTC_CR register)
b) Clear the RTC Wakeup (WUTF) flag

c) Clear the PWR Wakeup (WUF) flag

d) Enable the RTC Wakeup interrupt
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e)

Re-enter the low-power mode

When using RTC tamper to wake up the device from the low-power modes:

a)
b)
c)
d)
e)

Disable the RTC tamper interrupt (TAMPIE bit in the RTC_TAFCR register)
Clear the Tamper (TAMP1F/TSF) flag

Clear the PWR Wakeup (WUF) flag

Enable the RTC tamper interrupt

Re-enter the low-power mode

When using RTC time stamp to wake up the device from the low-power modes:

a)
b)
c)
d)
e)

Disable the RTC time stamp interrupt (TSIE bit in RTC_CR)
Clear the RTC time stamp (TSF) flag

Clear the PWR Wakeup (WUF) flag

Enable the RTC TimeStamp interrupt

Re-enter the low-power mode

3
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5.4 Power control registers
5.4.1 PWR power control register (PWR_CR)
Address offset: 0x00
Reset value: 0x0000 C000 (reset by wakeup from Standby mode)
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FISSR | FMSSR UDEN[1:0] ODSWEN | ODEN
w rw w rw w w
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
VOS[1:0] ADCDC1 MRUDS | LPUDS | FPDS | DBP PLS[2:0] PVDE | CSBF | CWUF PDDS LPDS
w w w rw w rw rw w | w | w w rc.wl | rc_wil w w

Bits 31:22 Reserved, must be kept at reset value.

Bit 21 FISSR: Flash Interface Stop while System Run
0: Flash interface clock run (Default value)
1: Flash Interface clock off.

Note: This bit could not be set while executing with the Flash itself. It should be done with a
specific routine executed from RAM.

Bit 20 FMSSR: Flash Memory Stop while System Run
0: Flash standard mode (Default value)
1: Flash forced to be in STOP or Deep Power Down mode (depending of FPDS value bit) by
hardware.
Note: This bit could not be set while executing with the Flash itself. It should be done with a
specific routine executed from RAM

Bits 19:18 UDENI[1:0]: Under-drive enable in stop mode

3

These bits are set by software. They allow to achieve a lower power consumption in Stop
mode but with a longer wakeup time.

When set, the digital area has less leakage consumption when the device enters Stop mode.
00: Under-drive disable

01: Reserved

10: Reserved

11:Under-drive enable

Bit 17 ODSWEN: Over-drive switching enabled.
This bit is set by software. It is cleared automatically by hardware after exiting from Stop
mode or when the ODEN bit is reset. When set, It is used to switch to Over-drive mode.
To set or reset the ODSWEN bit, the HSI| or HSE must be selected as system clock.
The ODSWEN bit must only be set when the ODRDY flag is set to switch to Over-drive
mode.

0: Over-drive switching disabled
1: Over-drive switching enabled

Note: On any over-drive switch (enabled or disabled), the system clock will be stalled during
the internal voltage set up.
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Bit 16

Bits 15:14

Bit 13

Bit 12
Bit 11

Bit 10

Bit 9

Bit 8

ODEN: Over-drive enable
This bit is set by software. It is cleared automatically by hardware after exiting from Stop
mode. It is used to enabled the Over-drive mode in order to reach a higher frequency.
To set or reset the ODEN bit, the HSI or HSE must be selected as system clock. When the
ODEN bit is set, the application must first wait for the Over-drive ready flag (ODRDY) to be
set before setting the ODSWEN bit.
0: Over-drive disabled
1: Over-drive enabled

VOSI[1:0]: Regulator voltage scaling output selection
These bits control the main internal voltage regulator output voltage to achieve a trade-off
between performance and power consumption when the device does not operate at the
maximum frequency (refer to the STM32F446xx datasheet for more details).
These bits can be modified only when the PLL is OFF. The new value programmed is active
only when the PLL is ON. When the PLL is OFF, the voltage scale 3 is automatically
selected.
00: Reserved (Scale 3 mode selected)
01: Scale 3 mode
10: Scale 2 mode
11: Scale 1 mode (reset value)

ADCDC1:
0: No effect.
1: Refer to AN4073 for details on how to use this bit.

Note: This bit can only be set when operating at supply voltage range 2.7 to 3.6V and when
the Prefetch is OFF.

Reserved, must be kept at reset value.

MRUDS: Main regulator in deepsleep under-drive mode
This bit is set and cleared by software.
0: Main regulator ON when the device is in Stop mode
1: Main Regulator in under-drive mode and Flash memory in power-down when the device is
in Stop under-drive mode.

LPUDS: Low-power regulator in deepsleep under-drive mode
This bit is set and cleared by software.
0: Low-power regulator ON if LPDS bit is set when the device is in Stop mode
1: Low-power regulator in under-drive mode if LPDS bit is set and Flash memory in power-
down when the device is in Stop under-drive mode.

FPDS: Flash power-down in Stop mode
When set, the Flash memory enters power-down mode when the device enters Stop mode.
This allows to achieve a lower consumption in stop mode but a longer restart time.
0: Flash memory not in power-down when the device is in Stop mode
1: Flash memory in power-down when the device is in Stop mode

DBP: Disable backup domain write protection
In reset state, the RCC_BDCR register, the RTC registers (including the backup registers),
and the BRE bit of the PWR_CSR register, are protected against parasitic write access. This
bit must be set to enable write access to these registers.

0: Access to RTC and RTC Backup registers and backup SRAM disabled

1: Access to RTC and RTC Backup registers and backup SRAM enabled

3
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Bits 7:5 PLS[2:0]: Programmable voltage detector level selection
These bits are written by software to select the voltage threshold detected by the PVD
000: 2.0V
001: 2.1V
010: 2.3V
011:25V
100: 2.6V
101:2.7V
110: 2.8V
111:29V
Note: Refer to the electrical characteristics of the datasheet for more details.
Bit4 PVDE: Programmable voltage detector enable
This bit is set and cleared by software.
0: PVD disabled
1: PVD enabled
Bit 3 CSBF: Clear standby flag
This bit is always read as O.
0: No effect
1: Clear the SBF Standby Flag (write).
Bit2 CWUF: Clear wakeup flag
This bit is always read as O.
0: No effect
1: Clear the WUF wake-up Flag after 2 System clock cycles
Bit 1 PDDS: Power-down deepsleep
This bit is set and cleared by software. It works together with the LPDS bit.
0: Enter Stop mode when the CPU enters deepsleep. The regulator status depends on the
LPDS bit.
1: Enter Standby mode when the CPU enters deepsleep.
Bit 0 LPDS: Low-power deepsleep
This bit is set and cleared by software. It works together with the PDDS bit.
0:Main voltage regulator ON during Stop mode
1: Low-power voltage regulator ON during Stop mode
5.4.2 PWR power control/status register (PWR_CSR)
Address offset: 0x04
Reset value: 0x0000 0000 (not reset by wakeup from Standby mode)
Additional APB cycles are needed to read this register versus a standard APB read.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
UDRDY[1:0] |ODSWRDY | ODRDY
rcwl | rc_wi1 r r
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
VOSRDY BRE |EWUP1|EWUP2 BRR | PVDO SBF WUF
r w w w r r r r
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Bits 31:20 Reserved, must be kept at reset value.

Bits 19:18 UDRDY[1:0]: Under-drive ready flag

These bits are set by hardware when MCU entered stop Under-drive mode and exited.
When the under-drive mode is enabled, these bits are not set as long as the MCU has not
entered stop mode yet. They are cleared by programming them to 1.

00: Under-drive is disabled

01: Reserved

10: Reserved

11:Under-drive mode is activated in Stop mode.

Bit 17 ODSWRDY: Over-drive mode switching ready
0: Over-drive mode is not active.
1: Over-drive mode is active on digital area on 1.2 V domain

Bit 16 ODRDY: Over-drive mode ready
0: Over-drive mode not ready.
1: Over-drive mode ready

Bit 14 VOSRDY: Regulator voltage scaling output selection ready bit
0: Not ready
1: Ready

Bits 13:10 Reserved, must be kept at reset value.

Bit 9 BRE: Backup regulator enable
When set, the Backup regulator (used to maintain backup SRAM content in Standby and
Vgt modes) is enabled. If BRE is reset, the backup regulator is switched off. The backup
SRAM can still be used but its content is lost in the Standby and Vgat modes. Once set, the
application must wait that the Backup Regulator Ready flag (BRR) is set to indicate that the
data written into the RAM are maintained in the Standby and Vgar modes.
The DBP bit of PWR_CR register must be set to 1 before writing this bit.
0: Backup regulator disabled
1: Backup regulator enabled

Note: This bit is reset by a Backup domain reset, not reset when the device wakes up from
Standby mode, by a system reset, or by a power reset.

Bit 8 EWUP1: Enable WKUP1 pin
This bit is set and cleared by software.

0: WKUP1 pin is used for general purpose I/O. An event on the WKUP1 pin does not
wakeup the device from Standby mode.

1: WKUP1 pin is used for wakeup from Standby mode and forced in input pull down
configuration (rising edge on WKUP1 pin wakes-up the system from Standby mode).

Note: This bit is reset by a system reset.

Bit 7 EWUP2: Enable WKUP2 pin
This bit is set and cleared by software

0: WKUP2 pin is used for general purpose 1/O. An event on the WKUP2 pin does not
wakeup the device from Standby mode.

1: WKUP2 pin is used for wakeup from Standby mode and forced in input pull down
configuration (rising edge on WKUP2 pin wakes-up the system from Standby mode).
Note: This bit is reset by a system reset.

Bits 7:4 Reserved, must be kept at reset value.

3
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Bit 3 BRR: Backup regulator ready
Set by hardware to indicate that the Backup Regulator is ready.
0: Backup Regulator not ready
1: Backup Regulator ready
Note: This bit is reset by a Backup domain reset, not reset when the device wakes up from
Standby mode or by a system reset or power reset.
Bit 2 PVDO: PVD output
This bit is set and cleared by hardware. It is valid only if PVD is enabled by the PVDE bit.
0: Vpp is higher than the PVD threshold selected with the PLS[2:0] bits.
1: Vpp is lower than the PVD threshold selected with the PLS[2:0] bits.
Note: The PVD is stopped by Standby mode. For this reason, this bit is equal to 0 after
Standby or reset until the PVDE bit is set.
Bit 1 SBF: Standby flag
This bit is set by hardware and cleared only by a POR/PDR (power-on reset/power-down
reset) or by setting the CSBF bit in the PWR power control register (PWR_CR)
0: Device has not been in Standby mode
1: Device has been in Standby mode
Bit 0 WUF: Wakeup flag
This bit is set by hardware and cleared either by a system reset or by setting the CWUF bit in
the PWR_CR register.
0: No wakeup event occurred
1: A wakeup event was received from the WKUP pin or from the RTC alarm (Alarm A or
Alarm B), RTC Tamper event, RTC TimeStamp event or RTC Wakeup).
Note: An additional wakeup event is detected if the WKUP pin is enabled (by setting the
EWUP bit) when the WKUP pin level is already high.
5.5 PWR register map
The following table summarizes the PWR registers.
Table 20. PWR - register map and reset values
Offset | Register |5|3(Q(%(N[&|2[3|R[N[s|R[2|2|x |22 ||| || o|w|~|o©|w|<|o|~|«|o
el 2 &z T |5 212 |n 2 |ulw |z oo
PWR_CR 21831 =z 1215 5 18] 1218128 & |2|512]2]2
0x000 Eﬁééggé ugcg&o 2 A EE
Reset value 0[0[O0JO[O0[O0[T[T1]0 oO|0[0[0[0[Of0O[O[0O|O0[0O[O
§ é > E TN o
5 [a) w o x |
0x004 PWR_CSR é s |z é % |2 2 © g 5 |2
[a] 8 o > w |
2
Reset value 0[0[0]0 0 0[0]0 0[0[0][0
Refer to Section 2.2 on page 56 for the register boundary addresses.
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Reset and clock control (RCC)

Reset

There are three types of reset, defined as system reset, power reset and backup domain
reset.

System reset

A system reset sets all registers to their reset values unless specified otherwise in the
register description.

A system reset is generated when one of the following events occurs:

1. Alow level on the NRST pin (external reset)

Window watchdog end of count condition (WWDG reset)

Independent watchdog end of count condition (IWDG reset)

A software reset (SW reset) (see Software reset)

Low-power management reset (see Low-power management reset)

IS A

Software reset

The reset source can be identified by checking the reset flags in the RCC clock control and
status register (RCC_CSR).

The SYSRESETREQ bit in Cortex®-M4 with FPU Application Interrupt and Reset Control
Register must be set to force a software reset on the device. Refer to the Cortex®-M4 with
FPU technical reference manual for more details.

Low-power management reset

There are two ways of generating a low-power management reset:
1. Reset generated when entering the Standby mode:

This type of reset is enabled by resetting the nRST_STDBY bit in the user option bytes.
In this case, whenever a Standby mode entry sequence is successfully executed, the
device is reset instead of entering the Standby mode.

2. Reset when entering the Stop mode:

This type of reset is enabled by resetting the nRST_STOP bit in the user option bytes.
In this case, whenever a Stop mode entry sequence is successfully executed, the
device is reset instead of entering the Stop mode.

For further information on the user option bytes, refer to Section 3: Embedded flash memory
interface.

Power reset

A power reset is generated when one of the following events occurs:
1. Power-on/power-down reset (POR/PDR reset) or brownout (BOR) reset
2. When exiting the Standby mode

A power reset sets all registers to their reset values except the Backup domain (see
Figure 13)
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Note:

6.2

3

These sources act on the NRST pin and it is always kept low during the delay phase. The
RESET service routine vector is fixed at address 0x0000_0004 in the memory map.

The system reset signal to the device is output on the NRST pin. The pulse generator
guarantees a minimum reset pulse duration of 20 ys for each internal reset source. In case
of an external reset, the reset pulse is generated while the NRST pin is asserted low.

Figure 13. Simplified diagram of the reset circuit

Voo/Voba

— %RP” |
External ) .
reset Filter » System reset

NRST
—— WWDG reset
pu eF;uelf‘:tor _ﬂ— IWDG reset
ge 2 Power reset
(min 20 ps) Software reset
Low-power management reset

ai16095¢

L

The Backup domain has two specific resets that affect only this domain (see Figure 13).

Backup domain reset

The backup domain reset sets all RTC registers, the RCC_BDCR register, and the bit BRE
of PWR_CSR register to their reset values. The BKPSRAM is not affected by this reset. The
only way of resetting the BKPSRAM is through the Flash interface by requesting a
protection level change from 1 to 0.

A backup domain reset is generated when one of the following events occurs:

1. Software reset, triggered by setting the BDRST bit in the RCC Backup domain control
register (RCC_BDCR).

2. Vpp or Vgat power on, if both supplies have previously been powered off.

The bit DBP of the register PWR_CR must be set to 1 to generate the backup domain reset.

Clocks

Three different clock sources can be used to drive the system clock (SYSCLK):
e  HSI oscillator clock

e  HSE oscillator clock

e  Two main PLL (PLL) clocks

The devices have the two following secondary clock sources:

e 32 kHz low-speed internal RC (LS| RC) which drives the independent watchdog and,
optionally, the RTC used for Auto-wakeup from the Stop/Standby mode.

e 32.768 kHz low-speed external crystal (LSE crystal), which optionally drives the RTC
clock (RTCCLK)

Each clock source can be switched on or off independently when it is not used, to optimize
power consumption.
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Figure 14. Clock tree
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1. For full details about the internal and external clock source characteristics, refer to the Electrical characteristics section in
the device datasheet.

2. When TIMPRE bit of the RCC_DCKCFGR register is reset, if APBx prescaler is 1, then TIMxCLK = PCLKX, otherwise
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TIMXCLK = 2x PCLKXx.

3. When TIMPRE bit in the RCC_DCKCFGR register is set, if APBx prescaler is 1,2 or 4, then TIMXCLK = HCLK, otherwise
TIMXxCLK = 4x PCLKXx.

The clock controller provides a high degree of flexibility to the application in the choice of the
external crystal or the oscillator to run the core and peripherals at the highest frequency
and, guarantee the appropriate frequency for peripherals that need a specific clock like USB
OTG FS and HS, I12S, SAl, and SDIO.

Several prescalers are used to configure the AHB frequency, the high-speed APB (APB2)
and the low-speed APB (APB1) domains. The maximum frequency of the AHB domain is
180 MHz. The maximum allowed frequency of the high-speed APB2 domain is 90 MHz. The
maximum allowed frequency of the low-speed APB1 domain is 45 MHz

All peripheral clocks are derived from the system clock (SYSCLK) except for:

e The USB OTG FS clock (48 MHz), which is coming from a specific output of the PLL
(PLLP) or PLLSAI (PLLSAIP)

e  The SDIO clock (48 MHz) which is coming from a specific output of the PLL48CLK
(PLLQ, PLLSAIP), or System Clock.

. 12S1/2 clocks

To achieve high-quality audio performance and for a better configuration flexibility, the
12S1 and 12S2 clocks (clock for I2Ss mapped on, respectively, APB1 and APB2) can be
derived from four sources:

— aspecific main PLL output
—  a specific PLLI2S output
— from an external clock mapped on the 12S_CKIN pin
—  from HSI/HSE
e  SAls clock

The SAI1/SAI2 clocks are generated from a specific PLL (Main PLL, PLLSAI, or
PLLI2S), from an external clock mapped on the 12S_CKIN pin or from HSI/HSE clock.

The PLLSAI can be used as clock source for SAI1 peripheral in case the PLLI2S is
programmed to achieve another audio sampling frequency (49.152 MHz or
11.2896 MHz), and the application requires both frequencies at the same time.

e The USB OTG HS (60 MHz) clock, provided from the external PHY.
e  SPDIF-Rx clock

The SPDIF-Rx clock is generated from a specific output of PLLI2S or from a specific
output of main PLL.
e HDMI-CEC clock which is generated from LSE or HSI divided by 488.

e  FMPI2C1 clock which can also be generated from HSI, SYSCLK or APB1 clock.

The timer clock frequencies are automatically set by hardware. There are two cases
depending on the value of TIMPRE bit in RCC_CFGR register:

e If TIMPRE bitin RCC_DKCFGR register is reset:
If the APB prescaler is configured to a division factor of 1, the timer clock frequencies
(TIMxCLK) are set to PCLKx. Otherwise, the timer clock frequencies are twice the
frequency of the APB domain to which the timers are connected: TIMXCLK = 2xPCLKXx.
e If TIMPRE bitin RCC_DKCFGR register is set:

If the APB prescaler is configured to a division factor of 1, 2 or 4, the timer clock
frequencies (TIMxCLK) are set to HCLK. Otherwise, the timer clock frequencies is four
times the frequency of the APB domain to which the timers are connected:

3
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TIMxCLK = 4xPCLKx.

The RCC feeds the external clock of the Cortex System Timer (SysTick) with the AHB clock
(HCLK) divided by 8. The SysTick can work either with this clock or with the Cortex clock
(HCLK), configurable in the SysTick control and status register.

FCLK acts as Cortex®-M4 with FPU free-running clock. For more details, refer to the
Cortex®-M4 with FPU technical reference manual.

HSE clock

The high speed external clock signal (HSE) can be generated from two possible clock
sources:

e  HSE external crystal/ceramic resonator
e  HSE external user clock
The resonator and the load capacitors have to be placed as close as possible to the

oscillator pins in order to minimize output distortion and startup stabilization time. The
loading capacitance values must be adjusted according to the selected oscillator.

Figure 15. HSE/ LSE clock sources (hardware configuration)
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External source (HSE bypass)

In this mode, an external clock source must be provided. You select this mode by setting the
HSEBYP and HSEON bits in the RCC clock control register (RCC_CR). The external clock
signal (square, sinus or triangle) with ~50% duty cycle has to drive the OSC_IN pin while the
OSC_OUT pin should be left HI-Z. See Figure 15.

External crystal/ceramic resonator (HSE crystal)

The HSE has the advantage of producing a very accurate rate on the main clock.

The associated hardware configuration is shown in Figure 15. Refer to the electrical
characteristics section of the datasheet for more details.
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The HSERDY flag in the RCC clock control register (RCC_CR) indicates if the high-speed
external oscillator is stable or not. At startup, the clock is not released until this bit is set by
hardware. An interrupt can be generated if enabled in the RCC clock interrupt register
(RCC_CIR).

The HSE Crystal can be switched on and off using the HSEON bit in the RCC clock control
register (RCC_CR).

HSI clock

The HSI clock signal is generated from an internal 16 MHz RC oscillator and can be used
directly as a system clock, or used as PLL input.

The HSI RC oscillator has the advantage of providing a clock source at low cost (no external
components). It also has a faster startup time than the HSE crystal oscillator however, even
with calibration the frequency is less accurate than an external crystal oscillator or ceramic
resonator.

Calibration

RC oscillator frequencies can vary from one chip to another due to manufacturing process
variations, this is why each device is factory calibrated by ST for 1% accuracy at Tp= 25 °C.

After reset, the factory calibration value is loaded in the HSICAL[7:0] bits in the RCC clock
control register (RCC_CR).

If the application is subject to voltage or temperature variations this may affect the RC
oscillator speed. You can trim the HSI frequency in the application using the HSITRIM[4:0]
bits in the RCC clock control register (RCC_CR).

The HSIRDY flag in the RCC clock control register (RCC_CR) indicates if the HSI RC is
stable or not. At startup, the HSI RC output clock is not released until this bit is set by
hardware.

The HSI RC can be switched on and off using the HSION bit in the RCC clock control
register (RCC_CR).

The HSI signal can also be used as a backup source (Auxiliary clock) if the HSE crystal
oscillator fails. Refer to Section 6.2.7.

PLL configuration

The STM32F446xx devices feature three PLLs:

e Amain PLL (PLL) clocked by the HSE or HSI oscillator and featuring three different
output clocks:
—  The first output is used to generate the high speed system clock (up to 180 MHz)
—  The second output can be used to generate the clock for the USB OTG FS
(48 MHz) or the SDIO (< 48 MHz).
—  The third output can be used to generate the clock for 12S1 and 12S2 clocks,
SPDIF-Rx clock or the high speed system clock.

e Two dedicated PLLs (PLLI2S and PLLSAI) used to generate an accurate clock to
achieve high-quality audio performance on the 12S and SAls interfaces. PLLSAI and
PLLI2S are also used to generate SPDIF-Rx clock or the 48 MHz clock for USB OTG
FS and SDIO.
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Since the main-PLL configuration parameters cannot be changed once PLL is enabled, it is
recommended to configure PLL before enabling it (selection of the HSI or HSE oscillator as
PLL clock source, and configuration of division factors M, N, P, R and Q).

The PLLI2S and PLLSAI use the same input clock as PLL (PLLSRC bit is common to both
PLLs). However, the PLLI2S and PLLSAI have dedicated enable/disable and division
factors (M, N, P, R and R) configuration bits. Once the PLLI2S and PLLSAI are enabled, the
configuration parameters cannot be changed.

The three PLLs are disabled by hardware when entering Stop and Standby modes, or when
an HSE failure occurs when HSE or PLL (clocked by HSE) are used as system clock. RCC
PLL configuration register (RCC_PLLCFGR),RCC clock configuration register
(RCC_CFGR), and RCC dedicated clock configuration register (RCC_DCKCFGR) can be
used to configure PLL, PLLI2S, and PLLSAL.

LSE clock

The LSE clock is generated from a 32.768 kHz low-speed external crystal or ceramic
resonator. It has the advantage providing a low-power but highly accurate clock source to
the real-time clock peripheral (RTC) for clock/calendar or other timing functions.

The LSE oscillator is switched on and off using the LSEON bit in RCC Backup domain
control register (RCC_BDCR).

The LSERDY flag in the RCC Backup domain control register (RCC_BDCR) indicates if the
LSE crystal is stable or not. At startup, the LSE crystal output clock signal is not released
until this bit is set by hardware. An interrupt can be generated if enabled in the RCC clock
interrupt register (RCC_CIR).

External source (LSE bypass)

In this mode, an external clock source must be provided. It must have a frequency up to

1 MHz. You select this mode by setting the LSEBYP and LSEON bits in the RCC Backup
domain control register (RCC_BDCR). The external clock signal (square, sinus or triangle)
with ~50% duty cycle has to drive the OSC32_IN pin while the OSC32_OUT pin should be
left HI-Z. See Figure 15.

LSI clock

The LSI RC acts as an low-power clock source that can be kept running in Stop and
Standby mode for the independent watchdog (IWDG) and Auto-wakeup unit (AWU). The
clock frequency is around 32 kHz. For more details, refer to the electrical characteristics
section of the datasheets.

The LSI RC can be switched on and off using the LSION bit in the RCC clock control and
status register (RCC_CSR).

The LSIRDY flag in the RCC clock control and status register (RCC_CSR) indicates if the
low-speed internal oscillator is stable or not. At startup, the clock is not released until this bit
is set by hardware. An interrupt can be generated if enabled in the RCC clock interrupt
register (RCC_CIR).

System clock (SYSCLK) selection

After a system reset, the HSI oscillator is selected as the system clock. When a clock source
is used directly or through PLL as the system clock, it is not possible to stop it.
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A switch from one clock source to another occurs only if the target clock source is ready
(clock stable after startup delay or PLL locked). If a clock source that is not yet ready is
selected, the switch occurs when the clock source is ready. Status bits in the RCC clock
control register (RCC_CR) indicate which clock(s) is (are) ready and which clock is currently
used as the system clock.

Clock security system (CSS)

The clock security system can be activated by software. In this case, the clock detector is
enabled after the HSE oscillator startup delay, and disabled when this oscillator is stopped.

If a failure is detected on the HSE clock, this oscillator is automatically disabled, a clock
failure event is sent to the break inputs of advanced-control timers TIM1 and TIM8, and an
interrupt is generated to inform the software about the failure (clock security system
interrupt CSSI), allowing the MCU to perform rescue operations. The CSSl is linked to the
Cortex®-M4 with FPU NMI (non-maskable interrupt) exception vector.

When the CSS is enabled, if the HSE clock happens to fail, the CSS generates an interrupt,
which causes the automatic generation of an NMI. The NMI is executed indefinitely unless
the CSS interrupt pending bit is cleared. As a consequence, the application has to clear the
CSS interrupt in the NMI ISR by setting the CSSC bit in the Clock interrupt register
(RCC_CIR).

If the HSE oscillator is used directly or indirectly as the system clock (indirectly meaning that
it is directly used as PLL input clock, and that PLL clock is the system clock) and a failure is
detected, then the system clock switches to the HSI oscillator and the HSE oscillator is
disabled.

If the HSE oscillator clock was the clock source of PLL used as the system clock when the
failure occurred, PLL is also disabled. In this case, if the PLLI2S was enabled, it is also
disabled when the HSE fails.

RTC/AWU clock

Once the RTCCLK clock source has been selected, the only possible way of modifying the
selection is to reset the power domain.

The RTCCLK clock source can be either the HSE 1 MHz (HSE divided by a programmable
prescaler), the LSE or the LSI clock. This is selected by programming the RTCSEL[1:0] bits
in the RCC Backup domain control register (RCC_BDCR) and the RTCPREJ[4:0] bits in RCC
clock configuration register (RCC_CFGR). This selection cannot be modified without
resetting the Backup domain.

If the LSE is selected as the RTC clock, the RTC will work normally if the backup or the
system supply disappears. If the LSI is selected as the AWU clock, the AWU state is not
guaranteed if the system supply disappears. If the HSE oscillator divided by a value
between 2 and 31 is used as the RTC clock, the RTC state is not guaranteed if the backup
or the system supply disappears.

The LSE clock is in the Backup domain, whereas the HSE and LSI clocks are not. As a
consequence:
e IfLSE is selected as the RTC clock:

— The RTC continues to work even if the Vpp supply is switched off, provided the
Vpgat supply is maintained.

e IfLSlis selected as the Auto-wakeup unit (AWU) clock:
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—  The AWU state is not guaranteed if the Vpp supply is powered off. Refer to
Section 6.2.5 for more details on LSI calibration.

e If the HSE clock is used as the RTC clock:
— The RTC state is not guaranteed if the Vpp supply is powered off or if the internal
voltage regulator is powered off (removing power from the 1.2 V domain).

Note: To read the RTC calendar register when the APB1 clock frequency is less than seven times
the RTC clock frequency (fapg1 < 7 X frrcLck), the software must read the calendar time
and date registers twice. The data are correct if the second read access to RTC_TR gives
the same result than the first one. Otherwise a third read access must be performed.

6.2.9 Watchdog clock

If the independent watchdog (IWDG) is started by either hardware option or software
access, the LS| oscillator is forced ON and cannot be disabled. After the LSI oscillator
temporization, the clock is provided to the IWDG.

6.2.10 Clock-out capability

Two microcontroller clock output (MCO) pins are available:
e MCO1

You can output four different clock sources onto the MCO1 pin (PA8) using the
configurable prescaler (from 1 to 5):

— HSlclock
—  LSE clock
—  HSE clock
— PLL clock

The desired clock source is selected using the MCO1PRE[2:0] and MCO1[1:0] bits in
the RCC clock configuration register (RCC_CFGR).

e MCO2

You can output four different clock sources onto the MCO2 pin (PC9) using the
configurable prescaler (from 1 to 5):

—  HSE clock

—  PLL clock

—  System clock (SYSCLK)

—  PLLI2S clock

The desired clock source is selected using the MCO2PRE[2:0] and MCO2 bits in the
RCC clock configuration register (RCC_CFGR).

For the different MCO pins, the corresponding GPIO port has to be programmed in alternate
function mode.

The selected clock to output onto MCO must not exceed 100 MHz (the maximum 1/O
speed).
6.2.11 Internal/external clock measurement using TIMS/TIM11

It is possible to indirectly measure the frequencies of all on-board clock source generators
by means of the input capture of TIM5 channel4 and TIM11 channel1 as shown in Figure 16
and Figure 17.
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Internal/external clock measurement using TIM5 channel4

TIM5 has an input multiplexer which allows choosing whether the input capture is triggered
by the 1/0 or by an internal clock. This selection is performed through the TI4_RMP [1:0] bits
in the TIM5_OR register.

The primary purpose of having the LSE connected to the channel4 input capture is to be
able to precisely measure the HSI (this requires to have the HSI used as the system clock
source). The number of HSI clock counts between consecutive edges of the LSE signal
provides a measurement of the internal clock period. Taking advantage of the high precision
of LSE crystals (typically a few tens of ppm) we can determine the internal clock frequency
with the same resolution, and trim the source to compensate for manufacturing-process
and/or temperature- and voltage-related frequency deviations.

The HSI oscillator has dedicated, user-accessible calibration bits for this purpose.

The basic concept consists in providing a relative measurement (such as the HSI/LSE
ratio): the precision is therefore tightly linked to the ratio between the two clock sources. The
greater the ratio, the better the measurement.

It is also possible to measure the LSI frequency: this is useful for applications that do not
have a crystal. The ultralow-power LS| oscillator has a large manufacturing process
deviation: by measuring it versus the HSI clock source, it is possible to determine its
frequency with the precision of the HSI. The measured value can be used to have more
accurate RTC time base timeouts (when LSl is used as the RTC clock source) and/or an
IWDG timeout with an acceptable accuracy.

Use the following procedure to measure the LSI frequency:

1. Enable the TIM5 timer and configure channel4 in Input capture mode.

2. This bit is set the TI4_RMP bits in the TIM5_OR register to 0x01 to connect the LSI
clock internally to TIM5 channel4 input capture for calibration purposes.

3. Measure the LSI clock frequency using the TIM5 capture/compare 4 event or interrupt.

4. Use the measured LSI frequency to update the prescaler of the RTC depending on the
desired time base and/or to compute the IWDG timeout.

Figure 16. Frequency measurement with TIM5 in Input capture mode

TIM5

TI4_RMP[1:0]

GPIO
RTC_WakeUp_IT
LSE Ti4

LSI

ai17741d

Internal/external clock measurement using TIM11 channell

TIM11 has an input multiplexer that allows choosing whether the input capture is triggered
by the 1/0, by SPDIF-Rx Frame Synch, or by an internal clock. This selection is performed
through TI1_RMP [1:0] bits in the TIM11_OR register. The HSE_RTC clock (HSE divided by
a programmable prescaler) is connected to channel 1 input capture to have a rough
indication of the external crystal frequency. This requires that the HSI be the system clock
source, and is useful, for instance, to ensure compliance with the IEC 60730/IEC 61335
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standards, which require to be able to determine harmonic or subharmonic frequencies

(-50/+100% deviations).

Figure 17. Frequency measurement with TIM11 in Input capture mode
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6.3 RCC registers
Refer to Section 1.2: List of abbreviations for registers for a list of abbreviations used in
register descriptions.

6.3.1 RCC clock control register (RCC_CR)

Address offset: 0x00
Reset value: 0x0000 XX83 where X is undefined.

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PLLSAI | PLLSAI | PLLI2S | PLLI2S | PLL | PLL CSS | HSE | HSE | HSE

RDY | ON | RDY | ON | RDY | ON ON | BYP | RDY | ON

r rw r rw r rw w w r w

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
HSICAL[7:0] HSITRIM[4:0] :DS\I( gfl'

r | r | r | r | r | r | r | r w | w | w | w | w r w

Bits 31:28 Reserved, must be kept at reset value.

Bit 29 PLLSAIRDY: PLLSAI clock ready flag
Set by hardware to indicate that the PLLSAI is locked.

0: PLLSAI unlocked
1: PLLSAI locked

Bit 28 PLLSAION: PLLSAI enable
Set and cleared by software to enable PLLSAI.
Cleared by hardware when entering Stop or Standby mode.

0: PLLSAI OFF
1: PLLSAI ON

Bit 27 PLLI2SRDY: PLLI2S clock ready flag
Set by hardware to indicate that the PLLI2S is locked.

0: PLLI2S unlocked
1: PLLI2S locked

Bit 26 PLLI2SON: PLLI2S enable
Set and cleared by software to enable PLLI2S.
Cleared by hardware when entering Stop or Standby mode.

0: PLLI2S OFF
1: PLLI2S ON

Bit 25 PLLRDY: Main PLL (PLL) clock ready flag
Set by hardware to indicate that PLL is locked.

0: PLL unlocked
1: PLL locked

Bit 24 PLLON: Main PLL (PLL) enable
Set and cleared by software to enable PLL.
Cleared by hardware when entering Stop or Standby mode. This bit cannot be reset if PLL
clock is used as the system clock.
0: PLL OFF
1: PLLON

3
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Bits 23:20 Reserved, must be kept at reset value.

Bit 19 CSSON: Clock security system enable

Set and cleared by software to enable the clock security system. When CSSON is set, the
clock detector is enabled by hardware when the HSE oscillator is ready, and disabled by
hardware if an oscillator failure is detected.

0: Clock security system OFF (Clock detector OFF)
1: Clock security system ON (Clock detector ON if HSE oscillator is stable, OFF if not)

Bit 18 HSEBYP: HSE clock bypass

Set and cleared by software to bypass the oscillator with an external clock. The external
clock must be enabled with the HSEON bit, to be used by the device.

The HSEBYP bit can be written only if the HSE oscillator is disabled.

0: HSE oscillator not bypassed

1: HSE oscillator bypassed with an external clock

Bit 17 HSERDY: HSE clock ready flag
Set by hardware to indicate that the HSE oscillator is stable. After the HSEON bit is cleared,
HSERDY goes low after 6 HSE oscillator clock cycles.
0: HSE oscillator not ready
1: HSE oscillator ready

Bit 16 HSEON: HSE clock enable
Set and cleared by software.
Cleared by hardware to stop the HSE oscillator when entering Stop or Standby mode. This
bit cannot be reset if the HSE oscillator is used directly or indirectly as the system clock.
0: HSE oscillator OFF
1: HSE oscillator ON

Bits 15:8 HSICAL[7:0]: Internal high-speed clock calibration
These bits are initialized automatically at startup.

Bits 7:3 HSITRIM[4:0]: Internal high-speed clock trimming

These bits provide an additional user-programmable trimming value that is added to the
HSICAL[7:0] bits. It can be programmed to adjust to variations in voltage and temperature
that influence the frequency of the internal HSI RC.

Bit 2 Reserved, must be kept at reset value.

Bit 1 HSIRDY: Internal high-speed clock ready flag
Set by hardware to indicate that the HSI oscillator is stable. After the HSION bit is cleared,
HSIRDY goes low after 6 HSI clock cycles.
0: HSI oscillator not ready
1: HSI oscillator ready

Bit 0 HSION: Internal high-speed clock enable
Set and cleared by software.
Set by hardware to force the HSI oscillator ON when leaving the Stop or Standby mode or in
case of a failure of the HSE oscillator used directly or indirectly as the system clock. This bit
cannot be cleared if the HSI is used directly or indirectly as the system clock.

0: HSI oscillator OFF
1: HSI oscillator ON

6.3.2 RCC PLL configuration register (RCC_PLLCFGR)

Address offset: 0x04
Reset value: 0x2400 3010

3
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Access: no wait state, word, half-word and byte access.

This register is used to configure the PLL clock outputs according to the formulas:

e frvco clock) = f(PLL clock input) X (PLLN / PLLM)
° f(PLL general clock output) = f(VCO clock) / PLLP

* fuse oTGFs, spio) = fivco clock) / PLLQ

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PLLR[2:0] PLLQ[3:0] PLLSRC PLLP[1:0]
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PLLN[8:0] PLLM[5:0]

Bit 31 Reserved, must be kept at reset value.

Bits 30:28 PLLR[2:0]: Main PLL division factor for 12Ss, SAls, SYSTEM and SPDIF-Rx clocks

Set and cleared by software to control the frequency of the clock. These bits should be
written only if PLL is disabled.

Clock frequency = VCO frequency / PLLR with 2 < PLLR <7

000: PLLR = 0, wrong configuration

001: PLLR = 1, wrong configuration

010: PLLR =2

011: PLLR =3

1M1: PLLR =7

Bits 27:24 PLLQ[3:0]: Main PLL (PLL) division factor for USB OTG FS, SDIOclocks

Set and cleared by software to control the frequency of USB OTG FS clock and the
SDIOclock. These bits should be written only if PLL is disabled.

Caution: The USB OTG FS requires a 48 MHz clock to work correctly. The SDIOneeds a

frequency lower than or equal to 48 MHz to work correctly.
USB OTG FS clock frequency = VCO frequency / PLLQ with 2 < PLLQ = 15
0000: PLLQ = 0, wrong configuration
0001: PLLQ = 1, wrong configuration
0010: PLLQ =2
0011: PLLQ =3
0100: PLLQ =4

1111: PLLQ = 15

Bit 23 Reserved, must be kept at reset value.

Bit 22 PLLSRC: Main PLL(PLL) and audio PLL (PLLI2S) entry clock source

Set and cleared by software to select PLL and PLLI2S clock source. This bit can be written
only when PLL and PLLI2S are disabled.

0: HSI clock selected as PLL and PLLI2S clock entry

1: HSE oscillator clock selected as PLL and PLLI2S clock entry

Bits 21:18 Reserved, must be kept at reset value.

3

RMO0390 Rev 9 129/1321




Reset and clock control (RCC) RMO0390

6.3.3

130/1321

Bits 17:16 PLLP[1:0]: Main PLL (PLL) division factor for main system clock
Set and cleared by software to control the frequency of the general PLL output clock. These
bits can be written only if PLL is disabled.

Caution: The software has to set these bits correctly not to exceed 180 MHz on this domain.
PLL output clock frequency = VCO frequency / PLLP with PLLP = 2, 4, 6, or 8
00: PLLP =2
01: PLLP =4
10: PLLP =6
11: PLLP =8

Bits 14:6 PLLN[8:0]: Main PLL (PLL) multiplication factor for VCO
Set and cleared by software to control the multiplication factor of the VCO. These bits can
be written only when PLL is disabled. Only half-word and word accesses are allowed to
write these bits.

Caution: The software has to set these bits correctly to ensure that the VCO output
frequency is between 100 and 432 MHz.
VCO output frequency = VCO input frequency x PLLN with 50 < PLLN < 432
000000000: PLLN = 0, wrong configuration
000000001: PLLN = 1, wrong configuration ...
000110010: PLLN = 50

001100011: PLLN = 99
001100100: PLLN =100

110110000: PLLN =432
110110001: PLLN = 433, wrong configuration ...
111111111: PLLN = 511, wrong configuration
Note: Between 50 and 99 multiplication factors are possible for VCO input frequency higher
than 1 MHz. However care must be taken to fulfill the minimum VCO output frequency
as specified above.

Bits 5:0 PLLM[5:0]: Division factor for the main PLL (PLL) input clock
Set and cleared by software to divide the PLL input clock before the VCO. These bits can be
written only when the PLL is disabled.

Caution: The software has to set these bits correctly to ensure that the VCO input frequency

ranges from 1 to 2 MHz. It is recommended to select a frequency of 2 MHz to limit
PLL jitter.

VCO input frequency = PLL input clock frequency / PLLM with 2 < PLLM < 63

000000: PLLM = 0, wrong configuration

000001: PLLM = 1, wrong configuration

000010: PLLM =2

000011: PLLM =3

000100: PLLM =4

111110: PLLM = 62
111111: PLLM = 63
RCC clock configuration register (RCC_CFGR)

Address offset: 0x08
Reset value: 0x0000 0000

Access: 0 < wait state < 2, word, half-word and byte access
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1 or 2 wait states inserted only if the access occurs during a clock source switch.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

MCO02[1:0] MCO2 PRE[2:0] MCO1 PRE[2:0] MCO1 RTCPRE[4:0]

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
PPRE2[2:0] PPRE1[2:0] HPRE[3:0] SWSI[1:0] SWI[1:0}

Bits 31:30 MCO2[1:0]: Microcontroller clock output 2

Set and cleared by software. Clock source selection may generate glitches on MCO2. It is
highly recommended to configure these bits only after reset before enabling the external
oscillators and the PLLs.

00: System clock (SYSCLK) selected

01: PLLI2S clock selected

10: HSE oscillator clock selected

11: PLL clock selected

Bits 27:29 MCO2PRE: MCO2 prescaler

Set and cleared by software to configure the prescaler of the MCO2. Modification of this
prescaler may generate glitches on MCO2. It is highly recommended to change this
prescaler only after reset before enabling the external oscillators and the PLLs.

Oxx: no division

100: division by 2

101: division by 3

110: division by 4

111: division by 5

Bits 24:26 MCO1PRE: MCO1 prescaler

Set and cleared by software to configure the prescaler of the MCO1. Modification of this
prescaler may generate glitches on MCO1. It is highly recommended to change this
prescaler only after reset before enabling the external oscillators and the PLL.

Oxx: no division

100: division by 2

101: division by 3

110: division by 4

111: division by 5

Bit 23 Reserved, must be kept at reset value.

Bits 22:21 MCO1: Microcontroller clock output 1

Set and cleared by software. Clock source selection may generate glitches on MCO1. It is
highly recommended to configure these bits only after reset before enabling the external
oscillators and PLL.

00: HSI clock selected

01: LSE oscillator selected

10: HSE oscillator clock selected

11: PLL clock selected
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Set and cleared by software to divide the HSE clock input clock to generate a 1 MHz clock
for RTC.

Caution: The software has to set these bits correctly to ensure that the clock supplied to the

RTC is 1 MHz. These bits must be configured if needed before selecting the RTC
clock source.

00000: no clock

00001: no clock

00010: HSE/2

00011: HSE/3

00100: HSE/4

11110: HSE/30
11111: HSE/31

Bits 15:13 PPRE2: APB high-speed prescaler (APB2)

Set and cleared by software to control APB high-speed clock division factor.

Caution: The software has to set these bits correctly not to exceed 90 MHz on this domain.

The clocks are divided with the new prescaler factor from 1 to 16 AHB cycles after
PPRE2 write.

Oxx: AHB clock not divided

100: AHB clock divided by 2

101: AHB clock divided by 4

110: AHB clock divided by 8

111: AHB clock divided by 16

Bits 12:10 PPRE1: APB Low speed prescaler (APB1)

Set and cleared by software to control APB low-speed clock division factor.

Caution: The software has to set these bits correctly not to exceed 45 MHz on this domain.

The clocks are divided with the new prescaler factor from 1 to 16 AHB cycles after
PPRE1 write.

Oxx: AHB clock not divided

100: AHB clock divided by 2

101: AHB clock divided by 4

110: AHB clock divided by 8

111: AHB clock divided by 16

Bits 9:8 Reserved, must be kept at reset value.

Bits 7:4 HPRE: AHB prescaler

Set and cleared by software to control AHB clock division factor.

Caution: The clocks are divided with the new prescaler factor from 1 to 16 AHB cycles after

HPRE write.

Caution: The AHB clock frequency must be at least 25 MHz when the Ethernet is used.

Oxxx: system clock not divided
1000: system clock divided by 2
1001: system clock divided by 4
1010: system clock divided by 8
1011: system clock divided by 16
1100: system clock divided by 64
1101: system clock divided by 128
1110: system clock divided by 256
1111: system clock divided by 512
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Bits 3:2 SWS[1:0]: System clock switch status
Set and cleared by hardware to indicate which clock source is used as the system clock.
00: HSI oscillator used as the system clock
01: HSE oscillator used as the system clock
10: PLL used as the system clock
11: PLL_R used as the system clock

Bits 1:0 SWI[1:0]: System clock switch
Set and cleared by software to select the system clock source.
Set by hardware to force the HSI selection when leaving the Stop or Standby mode or in
case of failure of the HSE oscillator used directly or indirectly as the system clock.
00: HSI oscillator selected as system clock
01: HSE oscillator selected as system clock

10: PLL_P selected as system clock
11: PLL_R selected as system clock

6.3.4 RCC clock interrupt register (RCC_CIR)
Address offset: 0x0C
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
PLLSAI| PLLI2S | PLL HSE HSI LSE LSI

csse RDYC | RDYC | RDYC | RDYC | RDYC | RDYC | RDYC

w w w w w w w w

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
PLLSAI| PLLI2S | PLL HSE HSI LSE LSI CSSF PLLSAI| PLLI2S | PLL HSE HSI LSE LSI

RDYE | RDYE | RDYE | RDYE | RDYE | RDYE | RDYE RDYF | RDYF | RDYF | RDYF | RDYF | RDYF | RDYF

w w w w w w w r r r r r r r r

Bits 31:24 Reserved, must be kept at reset value.

Bit 23 CSSC: Clock security system interrupt clear
This bit is set by software to clear the CSSF flag.
0: No effect
1: Clear CSSF flag

Bit 22 PLLSAIRDYC: PLLSAI Ready Interrupt Clear
This bit is set by software to clear PLLSAIRDYF flag. It is reset by hardware when the
PLLSAIRDYF is cleared.
0: PLLSAIRDYF not cleared
1: PLLSAIRDYF cleared

Bit 21 PLLI2SRDYC: PLLI2S ready interrupt clear
This bit is set by software to clear the PLLI2SRDYF flag.
0: No effect
1: PLLI2SRDYF cleared

Bit 20 PLLRDYC: Main PLL(PLL) ready interrupt clear
This bit is set by software to clear the PLLRDYF flag.
0: No effect
1: PLLRDYF cleared
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Bit 19 HSERDYC: HSE ready interrupt clear
This bit is set by software to clear the HSERDYF flag.
0: No effect
1: HSERDYF cleared

Bit 18 HSIRDYC: HSI ready interrupt clear
This bit is set software to clear the HSIRDYF flag.
0: No effect
1: HSIRDYF cleared

Bit 17 LSERDYC: LSE ready interrupt clear
This bit is set by software to clear the LSERDYF flag.
0: No effect
1: LSERDYF cleared

Bit 16 LSIRDYC: LSI ready interrupt clear
This bit is set by software to clear the LSIRDYF flag.
0: No effect
1: LSIRDYF cleared

Bit 15 Reserved, must be kept at reset value.

Bit 14 PLLSAIRDYE: PLLSAI Ready Interrupt Enable
This bit is set and reset by software to enable/disable interrupt caused by PLLSAI lock.
0: PLLSAI lock interrupt disabled
1: PLLSAI lock interrupt enabled

Bit 13 PLLI2SRDYE: PLLI2S ready interrupt enable
This bit is set and cleared by software to enable/disable interrupt caused by PLLI2S lock.
0: PLLI2S lock interrupt disabled
1: PLLI2S lock interrupt enabled

Bit 12 PLLRDYE: Main PLL (PLL) ready interrupt enable
This bit is set and cleared by software to enable/disable interrupt caused by PLL lock.
0: PLL lock interrupt disabled
1: PLL lock interrupt enabled

Bit 11 HSERDYE: HSE ready interrupt enable
This bit is set and cleared by software to enable/disable interrupt caused by the HSE
oscillator stabilization.
0: HSE ready interrupt disabled
1: HSE ready interrupt enabled

Bit 10 HSIRDYE: HSI ready interrupt enable
This bit is set and cleared by software to enable/disable interrupt caused by the HSI
oscillator stabilization.
0: HSI ready interrupt disabled
1: HSI ready interrupt enabled

Bit 9 LSERDYE: LSE ready interrupt enable
This bit is set and cleared by software to enable/disable interrupt caused by the LSE
oscillator stabilization.
0: LSE ready interrupt disabled
1: LSE ready interrupt enabled
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Bit 8 LSIRDYE: LSI ready interrupt enable

This bit is set and cleared by software to enable/disable interrupt caused by LSI oscillator
stabilization.

0: LSI ready interrupt disabled

1: LSl ready interrupt enabled

Bit 7 CSSF: Clock security system interrupt flag

This bit is set by hardware when a failure is detected in the HSE oscillator. It is cleared by
software by setting the CSSC bit.

0: No clock security interrupt caused by HSE clock failure

1: Clock security interrupt caused by HSE clock failure

Bit 6 PLLSAIRDYF: PLLSAI Ready Interrupt flag
This bit is set by hardware when the PLLSAI is locked and PLLSAIRDYE is set. It is
cleared by software by setting the PLLSAIRDYC bit.
0: No clock ready interrupt caused by PLLSAI lock
1: Clock ready interrupt caused by PLLSAI lock

Bit 5 PLLI2SRDYF: PLLI2S ready interrupt flag
This bit is set by hardware when the PLLI2S is locked and PLLI2SRDYE is set. It is cleared
by software by setting the PLLRI2SDYC bit.
0: No clock ready interrupt caused by PLLI2S lock
1: Clock ready interrupt caused by PLLI2S lock

Bit4 PLLRDYF: Main PLL (PLL) ready interrupt flag

This bit is set by hardware when PLL is locked and PLLRDYE is set. It is cleared by
software setting the PLLRDYC bit.

0: No clock ready interrupt caused by PLL lock

1: Clock ready interrupt caused by PLL lock

Bit 3 HSERDYF: HSE ready interrupt flag

This bit is set by hardware when External High Speed clock becomes stable and
HSERDYE is set. It is cleared by software by setting the HSERDYC bit.

0: No clock ready interrupt caused by the HSE oscillator

1: Clock ready interrupt caused by the HSE oscillator

Bit 2 HSIRDYF: HSI ready interrupt flag

This bit is set by hardware when the Internal High Speed clock becomes stable and
HSIRDYE is set. It is cleared by software by setting the HSIRDYC bit.

0: No clock ready interrupt caused by the HSI oscillator

1: Clock ready interrupt caused by the HSI oscillator

Bit 1 LSERDYF: LSE ready interrupt flag

This bit is set by hardware when the External Low Speed clock becomes stable and
LSERDYE is set. It is cleared by software by setting the LSERDYC bit.

0: No clock ready interrupt caused by the LSE oscillator

1: Clock ready interrupt caused by the LSE oscillator

Bit 0 LSIRDYF: LSI ready interrupt flag
This bit is set by hardware when the internal low speed clock becomes stable and
LSIRDYE is set. It is cleared by software by setting the LSIRDYC bit.
0: No clock ready interrupt caused by the LS| oscillator
1: Clock ready interrupt caused by the LS| oscillator

6.3.5 RCC AHB1 peripheral reset register (RCC_AHB1RSTR)
Address offset: 0x10
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Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OTGHS DMA2 | DMA1
RST RST RST
w w w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
CRC GPIOH | GPIOG | GPIOF | GPIOE | GPIOD | GPIOC | GPIOB | GPIOA
RST RST RST RST RST RST RST RST RST
w w w w w w w w w

Bits 31:30 Reserved, must be kept at reset value.

Bit 29 OTGHSRST: USB OTG HS module reset

This bit is set and cleared by software.
0: does not reset the USB OTG HS module
1: resets the USB OTG HS module

Bits 28:23 Reserved, must be kept at reset value.

Bit 22 DMA2RST: DMA2 reset

This bit is set and cleared by software.
0: does not reset DMA2
1: resets DMA2

Bit21 DMA1RST: DMAZ2 reset

This bit is set and cleared by software.
0: does not reset DMA2
1: resets DMA2

Bits 20:13 Reserved, must be kept at reset value.

Bit 12 CRCRST: CRC reset
This bit is set and cleared by software.

0: does not reset CRC
1: resets CRC

Bits 11:8 Reserved, must be kept at reset value.

Bit 7 GPIOHRST: 10 port H reset
This bit is set and cleared by software.

0: does not reset 10 port H
1: resets |10 port H

Bit 6 GPIOGRST: IO port G reset
This bit is set and cleared by software.

0: does not reset 10 port G
1: resets 10 port G

Bit 5 GPIOFRST: 10 port F reset
This bit is set and cleared by software.

0: does not reset 10 port F
1: resets 10 port F
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Bit 4 GPIOERST: IO port E reset
This bit is set and cleared by software.

0: does not reset 10 port E
1: resets IO port E

Bit 3 GPIODRST: 10 port D reset
This bit is set and cleared by software.
0: does not reset 10 port D
1: resets 1O port D
Bit 2 GPIOCRST: 10 port C reset
This bit is set and cleared by software.
0: does not reset 10 port C
1: resets 10 port C
Bit 1 GPIOBRST: IO port B reset
This bit is set and cleared by software.
0: does not reset 10 port B
1:resets 10 port B
Bit 0 GPIOARST: 10 port A reset
This bit is set and cleared by software.

0: does not reset 10 port A
1: resets |10 port A

6.3.6 RCC AHB2 peripheral reset register (RCC_AHB2RSTR)

Address offset: 0x14
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
OTGFS DCMI
RST RST
w w

Bits 31:8 Reserved, must be kept at reset value.

Bit 7 OTGFSRST: USB OTG FS module reset

Set and cleared by software.
0: does not reset the USB OTG FS module
1: resets the USB OTG FS module

Bits 6:1 Reserved, must be kept at reset value.

Bit 0 DCMIRST: Camera interface reset
Set and cleared by software.

0: does not reset the camera interface
1: resets the camera interface
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6.3.7 RCC AHBS3 peripheral reset register (RCC_AHB3RSTR)

Address offset: 0x18
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
QSPIRST|FMCRST
w rw
Bits 31:2 Reserved, must be kept at reset value.
Bit 1 QSPIRST: QUADSPI module reset
Set and reset by software
0: does not reset QUADSPI module
1: resets QUADSPI module
Bit 0 FMCRST: Flexible memory controller module reset
Set and cleared by software.
0: does not reset the FMC module
1: resets the FMC module
6.3.8 RCC APB1 peripheral reset register (RCC_APB1RSTR)
Address offset: 0x20
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DAC | PWR |CECRS| CAN2 | CAN1 [FMPI2C1| 12C3 | 12C2 | 12C1 |UARTS5 | UART4 | UART3 | UART2 |SPDIFRX
RST | RST T RST | RST RST RST | RST | RST | RST | RST | RST | RST RST
w rw w rw w rw w rw w w rw rw rw
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
SPI3 | SPI2 WWDG TIM14 | TIM13 | TIM12 | TIM7 | TIM6 | TIM5 | TIM4 | TIM3 | TIM2
RST | RST RST RST RST | RST | RST | RST | RST | RST | RST RST
w w rw rw rw w rw rw w w rw rw

Bits 31:30 Reserved, must be kept at reset value.

Bit 29 DACRST: DAC reset
Set and cleared by software.
0: does not reset the DAC interface
1: resets the DAC interface
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Bit 28

Bit 27

Bit 26

Bit 25

Bit 24

Bit 23

Bit 22

Bit 21

Bit 20

Bit 19

Bit 18

3

PWRRST: Power interface reset
Set and cleared by software.

0: does not reset the power interface
1: resets the power interface

CECRST: CEC reset
Set and cleared by software.

0: does not reset CEC
1: resets CEC

CAN2RST: CAN2 reset
Set and cleared by software.

0: does not reset CAN2
1: resets CAN2

CAN1RST: CAN1 reset
Set and cleared by software.

0: does not reset CAN1
1: resets CAN1

IFMPI2C1RST: FMPI2C1 reset

Set and cleared by software
0: does not reset FMPI2C1
1: resets FMPI2C1

I2C3RST: 12C3 reset
Set and cleared by software.

0: does not reset 12C3
1: resets 12C3

I2C2RST: 12C2 reset

Set and cleared by software.
0: does not reset 12C2
1: resets 12C2

I2C1RST: 12C1 reset

Set and cleared by software.
0: does not reset 12C1
1: resets 12C1

UART5RST: UARTS reset

Set and cleared by software.
0: does not reset UARTS
1: resets UARTS

UART4RST: USART4 reset
Set and cleared by software.
0: does not reset UART4
1: resets UART4

USART3RST: USART3 reset
Set and cleared by software.

0: does not reset USART3
1: resets USART3
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Bit 17

Bit 16

Bit 15

Bit 14

Bits 13:12
Bit 11

Bits 10:9
Bit 8

Bit 7

Bit 6

Bit 5

Bit 4

Bit 3
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USART2RST: USART2 reset
Set and cleared by software.

0: does not reset USART2
1: resets USART?2

SPDIFRXRST: SPDIF-Rx reset
Set and cleared by software.
0: does not reset SPDIF-Rx
1: resets SPDIF-Rx

SPI3RST: SPI3 reset
Set and cleared by software.

0: does not reset SPI3
1: resets SPI3

SPI2RST: SPI2 reset
Set and cleared by software.

0: does not reset SPI2
1: resets SPI2

Reserved, must be kept at reset value.

WWDGRST: Window watchdog reset
Set and cleared by software.

0: does not reset the window watchdog
1: resets the window watchdog

Reserved, must be kept at reset value.

TIM14RST: TIM14 reset

Set and cleared by software.
0: does not reset TIM14
1: resets TIM14

TIM13RST: TIM13 reset
Set and cleared by software.

0: does not reset TIM13
1: resets TIM13

TIM12RST: TIM12 reset
Set and cleared by software.

0: does not reset TIM12
1: resets TIM12

TIM7RST: TIM7 reset
Set and cleared by software.
0: does not reset TIM7
1: resets TIM7

TIM6RST: TIM6 reset

Set and cleared by software.
0: does not reset TIM6
1: resets TIM6

TIM5RST: TIM5 reset

Set and cleared by software.
0: does not reset TIM5
1: resets TIM5
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Bit 2 TIM4RST: TIM4 reset
Set and cleared by software.
0: does not reset TIM4
1: resets TIM4
Bit 1 TIM3RST: TIM3 reset
Set and cleared by software.
0: does not reset TIM3
1: resets TIM3
Bit 0 TIM2RST: TIM2 reset
Set and cleared by software.
0: does not reset TIM2
1: resets TIM2
6.3.9 RCC APB2 peripheral reset register (RCC_APB2RSTR)
Address offset: 0x24
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
SAI2 | SAN TIM11 | TIM10 | TIM9
RST | RST RST | RST | RST
w w rw rw w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
SYSCFG| SPl4 | SPI1 | SDIO ADC USART6 | USART1 TIM8 | TIM1
RST RST | RST | RST RST RST RST RST | RST
w w w rw rw w rw rw w
Bits 31:24 Reserved, must be kept at reset value.
Bit 23 SAI2RST: SAI2 reset
This bit is set and reset by software.
0: does not reset SAI2
1: resets SAI2
Bit 22 SAI1RST: SAIl1 reset
This bit is set and reset by software.
0: does not reset SAI1
1: resets SAI1
Bits 21:19 Reserved, must be kept at reset value.
Bit 18 TIM11RST: TIM11 reset
This bit is set and cleared by software.
0: does not reset TIM11
1: resets TIM14
Bit 17 TIM10RST: TIM10 reset
This bit is set and cleared by software.
0: does not reset TIM10
1: resets TIM10
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Bit 16

Bit 15
Bit 14

Bit 13

Bit 12

Bit 11

Bits 10:9
Bit 8

Bits 7:6
Bit 5

Bit 4

Bits 3:2
Bit 1

Bit 0

TIMORST: TIM9 reset
This bit is set and cleared by software.

0: does not reset TIM9
1: resets TIM9

Reserved, must be kept at reset value.

SYSCFGRST: System configuration controller reset
This bit is set and cleared by software.

0: does not reset the System configuration controller
1: resets the System configuration controller

SPI4RST: SPI4 reset

This bit is set and cleared by software.
0: does not reset SP14
1: resets SPI4

SPIMRST: SPI1 reset

This bit is set and cleared by software.
0: does not reset SPI1
1: resets SPI1

SDIORST: SDIO reset
This bit is set and cleared by software.

0: does not reset the SDIO module
1: resets the SDIO module

Reserved, must be kept at reset value.

ADCRST: ADC interface reset (common to all ADCs)
This bit is set and cleared by software.

0: does not reset the ADC interface
1: resets the ADC interface

Reserved, must be kept at reset value.

USART6RST: USARTG reset
This bit is set and cleared by software.

0: does not reset USART6
1: resets USART6

USART1RST: USART1 reset

This bit is set and cleared by software.
0: does not reset USART1

1: resets USART1

Reserved, must be kept at reset value.

TIM8BRST: TIMS reset

This bit is set and cleared by software.
0: does not reset TIM8
1: resets TIM8

TIM1RST: TIM1 reset
This bit is set and cleared by software.

0: does not reset TIM1
1: resets TIM1

6.3.10 RCC AHB1 peripheral clock enable register (RCC_AHB1ENR)
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Address offset: 0x30
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
OTGHS | OTGHS DMA2 | DMA1 BKP
ULPIEN EN EN EN SRAMEN
w w w w w
15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
CRC GPIOH | GPIOG | GPIOF | GPIOE | GPIOD | GPIOC | GPIOB | GPIOA
EN EN EN EN EN EN EN EN EN
w w w w w w w w w

Bit 31 Reserved, must be kept at reset value.

Bit 30 OTGHSULPIEN: USB OTG HSULPI clock enable

This bit is set and cleared by software.
0: USB OTG HS ULPI clock disabled
1: USB OTG HS ULPI clock enabled

Bit 29 OTGHSEN: USB OTG HS clock enable

This bit is set and cleared by software.
0: USB OTG HS clock disabled
1: USB OTG HS clock enabled

Bits 28:23 Reserved, must be kept at reset value.

Bit 22 DMA2EN: DMAZ2 clock enable

This bit is set and cleared by software.
0: DMA2 clock disabled
1: DMAZ2 clock enabled

Bit 21 DMA1EN: DMA1 clock enable

This bit is set and cleared by software.
0: DMAA1 clock disabled
1: DMAA1 clock enabled

Bits 20:19 Reserved, must be kept at reset value.

Bit 18 BKPSRAMEN: Backup SRAM interface clock enable
This bit is set and cleared by software.

0: Backup SRAM interface clock disabled
1: Backup SRAM interface clock enabled

Bits 17:13 Reserved, must be kept at reset value.

Bit 12 CRCEN: CRC clock enable

This bit is set and cleared by software.
0: CRC clock disabled
1: CRC clock enabled

Bits 11:8 Reserved, must be kept at reset value.

Bit 7 GPIOHEN: 10 port H clock enable
This bit is set and cleared by software.
0: 10 port H clock disabled
1: 10 port H clock enabled
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Bit 6 GPIOGEN: |0 port G clock enable
This bit is set and cleared by software.

0: 10 port G clock disabled
1: 10 port G clock enabled

Bit 5 GPIOFEN: |0 port F clock enable
This bit is set and cleared by software.
0: 10 port F clock disabled
1: 10 port F clock enabled

Bit 4 GPIOEEN: IO port E clock enable
This bit is set and cleared by software.
0: 1O port E clock disabled
1: 10 port E clock enabled
Bit 3 GPIODEN: 10 port D clock enable
This bit is set and cleared by software.
0: 10 port D clock disabled
1: 10 port D clock enabled
Bit 2 GPIOCEN: 10 port C clock enable
This bit is set and cleared by software.
0: 10 port C clock disabled
1: 10 port C clock enabled
Bit 1 GPIOBEN: 10 port B clock enable
This bit is set and cleared by software.
0: 10 port B clock disabled
1: 10 port B clock enabled
Bit 0 GPIOAEN: 10 port A clock enable
This bit is set and cleared by software.

0: 10 port A clock disabled
1: 10 port A clock enabled

6.3.11 RCC AHB2 peripheral clock enable register (RCC_AHB2ENR)

Address offset: 0x34
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
OTGFSEN DCMIEN

w w

Bits 31:8 Reserved, must be kept at reset value.

Bit 7 OTGFSEN: USB OTG FS clock enable
This bit is set and cleared by software.

0: USB OTG FS clock disabled
1: USB OTG FS clock enabled
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Bits 6:1 Reserved, must be kept at reset value.

Bit 0 DCMIEN: Camera interface enable
This bit is set and cleared by software.

0: Camera interface clock disabled
1: Camera interface clock enabled

6.3.12 RCC AHBS3 peripheral clock enable register (RCC_AHB3ENR)

Address offset: 0x38
Reset value: 0x0000 0000

Access: no wait state, word, half-word and byte access.

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
QSPIEN | FMCEN
rw w
Bits 31:2 Reserved, must be kept at reset value.
Bit 1 QSPIEN: QUADSPI memory controller module clock enable
This bit is set and cleared by software.
0: QUADSPI module clock disabled
1: QUADSPI module clock enabled
Bit 0 FMCEN: Flexible memory controller module clock enable
This bit is set and cleared by software.
0: FMC module clock disabled
1: FMC module clock enabled
6.3.13 RCC APB1 peripheral clock enable register (RCC_APB1ENR)
Address offset: 0x40
Reset value: 0x0000 0000
Access: no wait state, word, half-word and byte access.
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DAC | PWR | CEC |CAN2|CAN1|FMPI2C1| [2C3 | 12C2 | 12C1 |UART5 | UART4 | USART3 | USART2 | SPDIFRX
EN | EN EN EN | EN EN EN EN EN EN EN EN EN EN
rw w w rw w rw w w w rw w w w w
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
SPI3 | SPI2 WWDG TIM14 | TIM13 | TIM12 | TIM7 | TIM6 | TIM5 | TIM4 TIM3 TIM2
EN EN EN EN EN EN EN EN EN EN EN EN
w rw w w w w rw rw w rw w w
Bits 31:30 Reserved, must be kept at reset value.
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Bit 29

Bit 28

Bit 27

Bit 26

Bit 25

Bit 24

Bit 23

Bit 22

Bit 21

Bit 20

Bit 19
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DACEN: DAC interface clock enable

This bit is set and cleared by software.

0: DAC interface clock disabled
1: DAC interface clock enable

PWREN: Power interface clock enable

This bit is set and cleared by software.

0: Power interface clock disabled
1: Power interface 